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Introduction

Illegal online drug sellers constitute a global threat to public health. In order to assist law enforcement in com-
bating these criminal enterprises, the Alliance for Safe Online Pharmacies (ASOP Global) and the Pharmaceu-
tical Security Institute (PSI) have compiled a list of best practices and exemplars. Included within are sugges-

tions on how best to utilize existing enforcement mechanisms, as well as ideas that could allow for more successful 
enforcement efforts moving forward.
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Background and Context

Illegal online drug sellers plague the Internet and endanger patients globally. The constantly increasing volume 
of Internet users as a result of enhanced Internet accessibility, through both traditional access and mobile de-
vices,	has	fast-tracked	the	growth	and	profit	potential	of	those	criminals	running	illicit	online	pharmacies.	

The	criminals	running	illegal	online	pharmacies	are	selling	substandard,	spurious,	falsely	labeled,	falsified	and	
counterfeit (SSFFC) medicines. For this White Paper, we use several terms to describe the SSFFC medicines sold 
online by drug sellers including “unapproved,” “misbranded” and “counterfeit” since some countries discussed herein 
have	specific	statutory	definitions.	Substandard,	spurious,	falsely	labeled,	falsified,	counterfeit,	unapproved	and	
misbranded medicines have much in common as they mislead patients as to their true source, manufacturer and 
content, place patient health and safety at risk because they may be manufactured in unlicensed, unregulated and 
uninspected sites, frequently under unsanitary and unsafe conditions and CANNOT guarantee the ingredients or 
contents of the product.

Enabling prescription drug abuse with medications such as pain killers has 
been	a	lucrative	part	of	the	illegal	online	drug	sellers’	profitability;	how-
ever, lifestyle and life-saving drugs have also become top targets. Finally, 
adding	to	this	flourishing	global	public	health	threat	is	the	sheer	lack	of	
centralized governance over the Internet.

At any one time there are roughly 35,000 – 50,000 active online drug sell-
ers,1  and only 3% of these comply with applicable laws.2  While consum-
ers in the United States and the European Union are the primary targets of 
this crime—due to widespread access to high-speed Internet and the large 
demand for pharmaceutical products—patients in every market are at 
risk. Illegal online drug sellers peddle medicine globally without regard to 
national laws and safety standards. These international criminal operations evade law enforcement and complicate 
private	sector	operations.	According	to	the	U.S.	Government	Accountability	Office	(GAO):

Rogue Internet pharmacies are often complex, global operations, and federal agencies face substantial 
challenges investigating and prosecuting those involved. According to federal agency officials, piecing 
together rogue Internet pharmacy operations can be difficult because they may be composed of  
thousands of  related websites, and operators take steps to disguise their identities. Officials also face 
challenges investigating and prosecuting operators because they are often located abroad in countries 
that are unable or unwilling to aid U.S. agencies. The Department of  Justice (DOJ) may not prosecute 
such cases due to competing priorities, the complexity of  these operations, and challenges related to 
bringing charges under some federal laws.3 

Given	the	complexity	of	online	drug	seller	crime,	stakeholders	may	ask:	a)	What	does	work;	b)	are	there	best	
practices for governments and private sector organizations that should be shared? This paper addresses these 
questions and provides guidance to U.S. and international stakeholders interested in enforcement of illegal online 
drug	sellers	by	identifying	specific	and	concrete	actions	that	government	leaders	and	law	enforcementcan	take	to	
protect patient safety online.

1. Be Careful Where You Click, NEEDYMEDS (Oct. 2, 2013), http://blog.needymeds.org/2013/10/02/be-careful-where-you-click/. 

2. See NABP, INTERNET DRUG OUTLET IDENTIFICATION PROGRAM: PROGRESS REPORT FOR STATE AND FEDERAL REGULATORS: JULY 
2013 (July 2013), available at http://awarerx.s3.amazonaws.com/system/redactor_assets/documents/237/NABP_Internet_Drug_Out-
let_Report_July2013.pdf. 

3. GAO, INTERNET PHARMACIES: FEDERAL AGENCIES AND STATES FACE CHALLENGES COMBATING ROGUE SITES, PARTICULARLY THOSE 
ABROAD (July 8, 2013) [hereinafter GAO REPORT], available at http://www.gao.gov/assets/660/655751.pdf.

At any one time 
there are roughly 
35,000 – 50,000 

active online drug 
sellers, and only 3% 
of  these comply with 

applicable laws.
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Executive Summary

Illegal online drug sellers operate on a global scale. Their criminal networks often extend across multiple con-
tinents, frustrating potential investigations and enforcement actions along the way. In order to counter this grow-
ing	problem,	law	enforcement	officials	must	utilize	all	of	the	resources	at	their	disposal,	both	domestically	and	

internationally.

Enforcement actions are generally more successful when the resources and expertise of multiple agencies are 
brought together. This is true at both the national and international levels. To understand why coordinated actions 
are	necessary,	see	the	following	figure	detailing	the	reach	and	complexity	of	an	illegal	online	drug	seller’s	net-
work:

Several recent law enforcement actions discussed below illustrate how coordinated actions can be leveraged to 
combat these illegal schemes. However, coordination among law enforcement is not enough. It takes substantial time 
and resources to engage in these types of operations. It also requires cooperation from the private sector, namely 
Internet commerce companies. Internet companies–manufacturers, advertising providers, registrars and registries, 
and payment networks and shippers stand at the proverbial chokepoints of the illegal online drug market and are 
thus uniquely equipped to combat the problem. These companies can quickly shut down trade at any number of 
points	along	the	illegal	supply	chain,	often	more	efficiently	and	completely	than	law	enforcement	could	hope	to	do	
alone. This White Paper demonstrates that both public and private sector efforts are required to combat this threat 
through	the	identification	of	global	best	practices.

Map of an Illegal 
Online Drug Seller 
Operation (GAO)

Source:	Christian	Kreibich	©	2011	Institute	of	Electrical	and	Electronics	Engineers	(data);	Map	Resources	(map).
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Law Enforcement Best Practices

A.  United States

Illegal online drug sellers violate a host of U.S. federal and state laws, but law enforcement efforts are often hin-
dered	by	lack	of	prosecutions	initiated.	Investigations	can	prove	difficult	and	resource-intensive	due	to	the	complex-
ities of the criminal operations and the multi-jurisdictional coordination they require. When cases are successfully 
prosecuted to conviction, inadequate penalties serve as poor deterrents and may allow offenders to return to their 
lucrative schemes within a few years. 

 1.  Federal Activities
 Illegal online drug sellers violate several federal laws, but investigations and enforcement often prove 

complicated. There is no single U.S. federal agency tasked with combating illegal online drug seller activity. 
Instead, several agencies must coordinate their distinct roles to initiate and execute a successful investigation. 
These	enforcement	agencies	include	the	Food	and	Drug	Administration	(FDA);	the	Drug	Enforcement	
Administration	(DEA);	Department	of	Homeland	Security	(DHS)	comprised	of	the	U.S.	Customs	and	Border	
Protection	(CBP)	and	Homeland	Security	Investigations	(HSI);	the	U.S.	Postal	Inspection	Service	(U.S.	PIS);	
Internal	Revenue	Service	(IRS);	the	Federal	Trade	Commission	(FTC);	and	the	Federal	Bureau	of	Investigation	
(FBI). Each agency serves its own role:

•	 FDA. Under the Food, Drug and Cosmetic Act (FDCA), the FDA is responsible for ensuring the safety and 
effectiveness of prescription drugs. Drugs that are unapproved, misbranded, adulterated or counterfeit are 
subject	to	FDA	enforcement.	The	FDA’s	Office	of	Criminal	Investigations	(OCI)	has	the	primary	responsibility	
for criminal investigations pertaining to threats against FDA-regulated products.

 
•	 DEA. The DEA is responsible for enforcing the Controlled Substances Act, which regulates the possession, 

manufacture, distribution and dispensing of controlled substances, and the Ryan Haight Online Pharmacy 
Consumer Protection Act of 2008, which regulates the online distribution of controlled substances.

•	 CBP. The CBP is responsible for enforcing laws regulating importation of goods into the U.S. CBP’s role 
includes the seizure and destruction of prescription drugs that are unapproved, misbranded, or counterfeit. 
The CBP often coordinates with the FDA to conduct inspections of products seeking entry at the U.S. border.

•	 HSI. HSI operates the National Intellectual Property Rights Coordination Center (IPR Center) and is 
responsible	for	investigating	violations	of	customs	and	trade	laws,	including	trafficking	in	counterfeit	and	
smuggled goods.

•	 U.S.PIS. U.S.PIS investigates misuse of the U.S. Postal Service. It provides the CBP with information about 
suspicious mail packages entering the U.S, including those that may contain drugs.

•	 IRS. The IRS investigates money laundering, a crime that often plays an important role in illegal online drug 
operations.

•	 FTC. The FTC investigates websites that make false or misleading statements, including statements about 
how an online drug seller collects or uses its customers’ medical information. The FTC also investigates 
violations of the CAN-SPAM Act of 2003, which regulates certain unsolicited commercial email messages. 
These messages have the primary purpose of advertising or promoting commercial products.



7

•	 FBI. The FBI investigates online drug sellers if they present a clear public health or safety threat, or if their 
activities	defraud	health	care	benefit	programs.4 

 Suggested Enforcement Mechanisms/Improvements

 In exploring ways to combat the illegitimate online supply chain, several factors must be considered. First, this 
problem	is	global.	The	criminal	networks	are	global;	the	supply	channels	and	distribution	networks	are	global;	
and the websites targeting the United States are largely foreign-based. Addressing this problem requires 
international cooperation on enforcement, appropriate harmonization of regulations and diplomatic leadership 
and	cooperation	within	major	international	bodies.	Second,	most	criminals	view	trafficking	in	counterfeit	drugs	
as a low-risk, high-return proposition.5		Facing	relatively	small	fines	and	short	prison	sentences,	many	criminals	
are not deterred by the risk of getting caught.6  Third, law enforcement agencies attempting to allocate their 
limited resources often do not prioritize drug counterfeiting commensurate with the grave public safety risks it 
imposes.7  This, in turn, further dilutes the deterrent effect of existing laws. 

 Recognizing these three factors, below are some recommendations for U.S. law enforcement best practices:

•	 Use	Current	Authority
 The U.S. is fortunate to have a series of existing local and national laws that prohibit many of the activities 

that drive prescription drug counterfeiting or diversion schemes. The following non-exhaustive list provides 
examples of federal and state laws that have been used to prosecute illegal online drug sellers:

•	 18	U.S.C.	§	2320(a)(4)	–	Criminalizes	trafficking	in	
counterfeit prescription drugs

•	 18	U.S.C.	§	371	–	Conspiracy	
•	 18	U.S.C.	§	1341	–	Mail	fraud.
•	 18	U.S.C.	§	1349	–	Attempt	and	conspiracy
•	 18	U.S.C.	§	1343	–	Wire	fraud.
•	 18	U.S.C.	§	545	–	Smuggling.
•	 18	U.S.C.	§	1956	–	Money	laundering.
•	 21	U.S.C.	§§	829-831	-	Bans	the	sale	of	a	con-

trolled substance online without registration with 
the Drug Enforcement Agency and prior in-person 
medical evaluation, among other conditions. 

•	 21	U.S.C.	§	351	–	Part	of	the	Federal	Food,	Drug	
and Cosmetic Act regarding adulterated medicines.

•	 21	U.S.C.	§	352	–	Part	of	the	Federal	Food,	Drug	and	Cosmetic	Act	regarding	misbranded	
medicines. 

•	 21	U.S.C.	§	846	-	Part	of	the	Controlled	Substances	Act	which	makes	it	illegal	to	distribute	or	
dispense controlled substances over the Internet.

 While not an exhaustive list, these laws in particular have been effective authorities for U.S. law 
enforcement	officials	in	combatting	illegal	online	drug	seller	crime.	

•	 Increase	Prosecutions	to	Strengthen	Deterrence
 Law enforcement investigations and the resultant prosecutions can have a strong deterrent effect on current 

and would-be criminals. This impacts both the operators of the rogue drug sites and the sites’ potential 
customers.		While	current	prosecutions	are	few	and	far	between,	significant	changes	in	rates	of	illegal	

4. GAO REPORT, supra note 3, at 5-9
5. The Economic Impact of Counterfeiting, OECD, 18.
6. Id.
7. The Economic Impact of Counterfeiting, OECD, 7.

The criminal
networks are global; 

the supply channels and
distribution networks are 

global; and the websites 
targeting the United 
States are largely 

foreign-based.
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online drug sellers will be made through initiating more cases, increasing seizures and incurring stronger 
penalties. For example, the Pharmaceutical Security Institute (PSI) conducted an interview of a convicted 
internet operator at a recent general assembly.  The convict, having served his time, readily admitted 
that he avoided selling medicines which were scheduled under the Controlled Substance Act, because he 
wanted to avoid attracting the attention of the DEA.  Furthermore, he was concerned about the possibility 
of a twenty year sentence compared to the penalty associated with the sale of non-controlled substances. 
For	more	information	on	the	specific	prosecutions,	as	outlined	in	this	white	paper,	please	contact	us	and	we	
will do our best to put you in contact with the appropriate individual.

 
•	 Penalties	for	Violations	of	the	FDCA
	 Federal	prosecutors	often	charge	illegal	online	drug	sellers	with	violations	of	the	18	U.S.C.	§	545	

(smuggling),	§	1341	(mail	fraud),	and	§	1956	(money	laundering),	as	these	crimes	are	subject	to	penalties	
of	up	to	20	to	30	years	in	jail,	or	fines	ranging	from	$500,000	to	$1	million,	or	both.8  Prosecutors 
reportedly	feel	obligated	to	bring	charges	under	these	offenses—which	are	often	more	difficult	to	prove	
than FDCA violations—because the penalties available for misbranding and counterfeiting violations of the 
FDCA are, as the GAO notes, “relatively light.”9  Misbranding and counterfeiting can result in up to three 
years	in	jail	and/or	a	$10,000	fine,	significantly	less	than	the	penalty	for	mail	fraud	noted	above.

 To supplement these weak penalties, prosecutors will sometimes tack on a charge under the Alternative 
Fines	Act	(18	U.S.C.	§	3571).	This	general	statute	allows	for	assessment	of	a	$250,000	fine	for	all	felony	
violations,10		including	FDCA	felonies.	Alternatively,	prosecutors	can	seek	a	fine	of	“twice	the	gross	gain”	
derived by any individual defendant.11 

	 Multiple	parties	interviewed,	including	law	enforcement	officials	and	pharmacy	and	pharmaceutical	
company representatives, expressed their concern that misbranding and counterfeiting offenses aren’t 
punished more severely, especially for complex Internet drug seller cases. The time it takes for law 
enforcement to build a case could be greater than the criminal penalty that would be imposed, even if 
the criminal were found guilty. This creates a disincentive to law enforcement and prosecutors, who are 
reportedly reluctant to bring counterfeiting cases unless they can charge and prove other crimes.

•	 Expand	Authority	for	Civil	Seizure	of	Criminal	Proceeds	from	Illegal	Online	Drug	Sellers
	 Stakeholders	also	noted	that,	unlike	other	law	enforcement	agencies,	FDA’s	Office	of	Criminal	Investigations	

(OCI) does not have the authority to civilly seize assets. This is especially troubling in cases involving illegal 
online drug sellers who make millions of U.S. dollars peddling misbranded, substandard, adulterated, 
or diverted medicine (in addition to sales of proven counterfeit medicines). Other U.S. law enforcement 
agencies can civilly seize assets, giving them additional tools and incentive to pursue tough cases. 

•	 Increase	U.S.	Customs	and	Border	Protection	Program	to	Deter	Criminals
 The U.S. Customs and Border Protection (CBP) currently sends warning letters to most illegal importers 

whose shipments are seized. However, this simple admonishment is not a strong enough measure to deter 
criminals. Stakeholders interviewed recommended that law enforcement should work to identify all suspects 
(i.e., importers), investigate them, and prosecute them for their illegal actions related to illicit shipments of 
medicines. Letting these criminals off with a warning conveys the inaccurate message that such violations 
are not serious. Increased investigations, coupled with prosecutions of illegal actors, will serve as reminders 
to other illegal importers that the U.S. Government views illegal importation of counterfeit and unapproved 
medicines as serious criminal activity.

8. Id.
9. Id. at 22.
10.	 18	U.S.C.	§	3571(b)(3).
11.	 Id.	§	3571(d).
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•	 Increase Cooperation with Internet Commerce Companies, including Registrars, Search Engines, and 
Payment Processors

 Internet commerce companies—including search engines, domain name registrars and registries, payment 
processors, and shippers—serve as critical chokepoints, all providing potential opportunities to cut off 
the illegal online drug trade and the funds that keeps these illegal sellers in business. Law enforcement 
officials	should	collaborate	with	these	companies	to	complement	their	own	enforcement	activities.	For	
example,	members	of	the	nonprofit	Center	for	Safe	Internet	Pharmacies	(www.safemedsonline.org)	have	
partnered with law enforcement in the U.S. and abroad, through INTERPOL, to share data on illegal online 
drug sellers as part of Operation Pangea. For many years, PSI has participated in the planning of the 
Pangea	operations,	served	as	a	single	point	of	contact	for	the	manufacturers	and	a	de-confliction	center	
for the phamaceutical security directors. This type of voluntary collaboration and data sharing should be 
encouraged and expanded.12 

 
Model Investigations and Prosecutions

 The following case studies are illustrative of the types of successes that can be obtained using existing 
resources. They are offered as helpful strategic examples.

(1) Emedoutlet.com

 A recent case showing some of the above methods in action was the shutdown of 
emedoutlet.com and the arrests of its operators. 

 In June 2014, four members of a family that spanned India and North America 
were indicted in U.S. federal court for working together to sell counterfeit drugs 
online.13  Brothers Javed Sunesra, 36, of Live Oak, Florida and Zuned Sunesra, 
34, of West Mumbai, India were indicted on 17 counterfeit drug charges, as 
were their mother, Bismilla Sunesra, 59, of Sidney Point, India, and their cousin, 
Taimur Khan, 32, of Vancouver, Canada.14  The family members were accused of 
running emedoutlet.com and dozens of related websites from 2005 through 2014. 
These websites advertised and sold Indian-made versions of prescription drugs 
like Viagra, Xenical, Celebrex, Soma, Cymbalta, and Cialis that were not FDA-
approved.15

	 Over	the	course	of	its	existence,	emedoutlet.com	and	its	affiliate	sites	sold	
millions of dollars worth of unapproved prescription drugs to 40,000 customers 
worldwide.16  The criminal enterprise employed at least 30 people, and 
investigators	found	evidence	of	monthly	gross	sales	of	$400,000.17  The websites 
dispensed drugs without asking for a prescription and claimed that they were 
selling the “same compatible brand name in generic strength prescription products 
you	would	find	in	your	neighborhood	pharmacy,”18		but	laboratory	tests	confirmed	
that the drugs were not the same as comparable U.S. medications.

12. For more details, see infra Part VII.
13. Family That Ran Online Medicine Website Indicted in Federal Court in Pittsburgh, Pittsburgh Post-Gazette (Aug. 18, 2014), http://
www.post-gazette.com/news/health/2014/08/18/Family-that-ran-online-medicine-website-indicted-in-federal-court-in-Pittsburgh/sto-
ries/201408180142.
14. Id.
15. Id.
16. Id.
17. 4 Family Members Accused of Running Fake Online Pharmacy Network Operating in Florida, Canada and India, P’SHIP FOR SAFE 
MEDS. (Sep. 3, 2014), http://www.safemedicines.org/2014/09/4-family-members-accused-of-running-fake-online-pharmacy-network-
operating-in-florida-canada-and-ind-9-2-14.html.
18. Id.
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 On July 15, 2014, Taimur Khan was arrested at Los Angeles International Airport 
as he attempted to enter the United States.19  Zuned Sunesra was later arrested 
in Florida in August 2014. As of September 2014, Javed and Bismilla Sunesra 
remained at-large in India.20 

 On September 12, 2014, Khan pleaded guilty to charges of conspiracy, money 
laundering, wire fraud, and mail fraud.21  Khan had joined the Sunesras’ conspiracy 
in early 2012 and continued to work with them until late 2013. At the time he 
joined,	the	Sunesras	were	having	difficulty	securing	a	payment	processing	system	
through which to conduct their illegal business. Needing a payment processor to 
allow consumers to purchases drugs with MasterCard and Visa, Khan set up a fake 
payment website called mygiftgard.biz. The site was designed to appear as if 
users were purchasing retailer gift cards, but in actuality, the charges went directly 
to illegal drug sales. In circumventing the payment processor restrictions to allow for 
the online purchase of illegal drugs, Khan committed the crimes of wire and mail 
fraud.22 

 The funds collected from “gift card” sales were transmitted to Khan’s account in 
Canada. From there, he wired the proceeds—minus his own “commission”—to the 
Sunesra brothers’ accounts at the State Bank of Mauritius.23  This is yet another 
example of how illegal online drug sales operate on a global scale.

 The U.S. Department of Justice credits the investigation leading to Khan’s successful 
prosecution to the enforcement arms of the FDA and the IRS.24  Khan’s sentencing is 
scheduled for later in 2015. For his crimes, he faces up to 20 year in prison and a 
$250,000	fine.

 In January 2015, federal law enforcement took a further step to cut off the crime 
ring’s	assets.	A	motion	was	filed	to	seize	three	condo	units	in	Palm	Beach	County,	
Florida that were owned by Javed and Zuned Sunesra.25  

(2) Costa Rican Online “Pharmacy”

 On September 12, 2014, Marla Ahlgrimm, 59, a Wisconsin pharmacist and Balbir 
Bhogal, 67, a Nevada pharmacologist were arraigned in New York federal court. 
The two were charged with conspiring to supply “at least four million misbranded 
and counterfeit pharmaceuticals to an illegal Internet pharmacy based in Costa 
Rica that catered to U.S. customers.”26 

 From June 2007 through May 2010, Ahlgrimm and Bhogal allegedly arranged 
for the manufacture in India of millions of illegal tablets. These included controlled 
substances, such as alprazolam and phentermine, and prescription drugs, such as 

19.	 Canadian	National	Pleads	Guilty	to	Illegally	Importing	Prescription	Drugs	into	the	United	States,	U.S.DOJ:	U.S.	Attorney’s	Office	–	W.	
Pa. (Sep. 12, 2014), http://www.justice.gov/usao/paw/news/2014/2014_september/2014_09_12_01.html. 
20. Id.
21. Id.
22. Id.
23. Id.
24. Id.
25. Federal Authorities Move to Seize Three Condos from Accused Drug and Money Launderers, S. FLA. BUS. J. (Jan. 22, 2015), http://
www.bizjournals.com/southflorida/news/2015/01/22/federal-authorities-move-to-seize-three-condos.html.	
26. Wisconsin Pharmacist and Nevada Pharmacologist Charged with Smuggling Counterfeit Pharmaceuticals Using a Costa Rican Inter-
net Pharmacy, DOJ: OFF. PUB. AFF. (Sep. 12, 2014), http://www.justice.gov/opa/pr/wisconsin-pharmacist-and-nevada-pharmacologist-
charged-smuggling-counterfeit-pharmaceuticals. 
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carisoprodol and counterfeit Viagra.27  Despite not holding an importer’s license 
from the DEA, the defendants arranged for and facilitated the importation of the 
drugs into the United States.28 

 The drugs then went to supply an illegal Internet pharmacy based in Costa Rica 
that catered to U.S. customers.29  These illegal online drug sellers used call centers 
and	websites	based	outside	of	the	U.S.,	but	filled	their	orders	from	inside	the	
country. In doing so, non-licensed individuals were employed to bottle, label, 
and drop-ship the drugs.30  Further emphasized the global transactions in play, 
payments within the operation involved wire transfers from Costa Rica to the U.S. 
and then from the U.S. to India.31  The charges brought include importing and 
distributing	controlled	substances	and	misbranding	drugs,	trafficking	in	counterfeit	
drugs, mail and wire fraud, smuggling, and money laundering.32 

	 The	case	was	investigated	jointly	by	the	FBI,	FDA’s	Office	of	Criminal	Investigations	
(FDA-OCI), and Homeland Security Investigations (HSI).33  The FBI, through 
informants, collected statements and e-mails from the defendants that helped tie 
the fake drugs to companies, banks, addresses, and Internet accounts associated 
with Ahlgrimm and Bhogal.34  For example, emails from Ahlgrimm showed that 
she had provided one such informant—a licensed Internet pharmacy—with codes 
needed to deposit money into an account she controlled.35  The defendants were 
originally charged in 2010, but the charges were dropped. The 2014 indictments 
essentially reinstate the same charges.36 

(3) Google Settlements

	 In	August	2011,	Google	paid	$500	million	to	settle	charges	with	the	U.S.	
Department of Justice for knowingly allowing Canadian pharmacies to target 
AdWords advertisements at United States consumers, thereby facilitating the 
unlawful importation of prescription drugs into the U.S.37  The agreed-upon 
forfeiture amount represented the gross revenue Google received from Canadian 
pharmacies through its AdWords program, plus all revenue those pharmacies 
themselves made from their sales to U.S. consumers.38  In addition, the non-
prosecution agreement laid out numerous compliance and reporting requirements 
for Google to adhere to.39  Google, clearly reformed by that time, had already 
instituted	many	of	the	required	certification	and	monitoring	programs	that	are	now	
considered industry standards.40 

27. Id.
28. Id.
29. Id.
30. Id.
31. Id.
32. Id.
33. Id.
34. ‘Unimaginable’: Charges Against Renowned Pharmacist Shock Colleagues, WIS. ST. J. (Sep. 11, 2010), http://host.madison.com/news/
local/crime_and_courts/unimaginable-charges-against-renowned-pharmacist-shock-colleagues/article_f1e70ebe-bdba-11df-b919-001cc-
4c002e0.html. 
35. Id.
36. Counterfeit Drug Importation Charges Reinstated Against Prominent Wisconsin Pharmacist, P’SHIP FOR SAFE MEDS. (Oct. 14, 
2014), http://www.safemedicines.org/2014/10/counterfeit-drug-importation-charges-reinstated-against-prominent-wisconsin-pharma-
cist-10-15-14.html. 
37.	 Google	Forfeits	$500	Million	Generated	by	Online	Ads	&	Prescription	Drug	Sales	by	Canadian	Online	Pharmacies,	U.S.	Dep’t	of	Jus-
tice (Aug. 24, 2011), http://www.justice.gov/opa/pr/google-forfeits-500-million-generated-online-ads-prescription-drug-sales-canadian-
online. 
38. Id.
39. Id.
40. See Google Non-Prosecution Agreement, paras. 7-8, http://s3.amazonaws.com/s3.documentcloud.org/documents/1109253/aug-
2011-google-non-prosecution-agreement.pdf.
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 Shortly after the 2011 settlement with the government, Google was sued by 
its shareholders over the same issue. The matter settled in 2014, with Google 
agreeing	to	spend	$250	million	on	an	internal	program	to	disrupt	illegal	online	
drug sellers.41		Under	the	settlement,	the	company	will	allocate	$50	million	a	
year	to	the	program	for	at	least	five	years.	Google	also	agreed	to	work	with	
legitimate pharmacies to counter marketing from rogue sellers, and to improve the 
visibility of content about prescription drug abuse.42 

 

(4) Shipping Companies (UPS and FedEx)

	 In	March	2013,	UPS	paid	$40	million	to	settle	a	federal	criminal	probe	with	the	
U.S. Department of Justice.43  The charges stemmed from UPS facilitating the 
unlawful	distribution	of	illegal	online	drug	shipments,	with	the	$40	million	forfeiture	
representing the fees UPS had collected from illegal online drug sellers.44  As 
part of its non-prosecution agreement, UPS agreed to implement a compliance 
program featuring the best practices above, many of which it had already 
voluntarily adopted in the interim, as Google had done in its settlement.45 

 UPS’s settlement was meant to serve as a warning and a guide to other shippers. 
As then FDA-OCI Director John Roth said, “[t]he FDA is hopeful that the positive 
actions	taken	by	UPS	in	this	case	will	send	a	message	to	other	shipping	firms	to	put	
public	health	and	safety	above	profits.”46  In 2014, FedEx was indicted on similar 
charges,	having	allegedly	earned	$820	million	from	illegal	online	drug	shippers.47  
If	convicted,	it	could	face	fines	of	double	that	amount.48  That case is pending in 
San Francisco.

Information Sharing and Collaboration

 U.S. federal agencies collaborate domestically, as 
well as engaging with international law enforcement 
actions.

 The most prominent example of such international 
action is Operation Pangea, an annual INTERPOL-led 
crackdown on illegal online drug sellers. In June 2015, 
Operation Pangea VIII resulted in 156 arrests and 
the	seizure	of	an	estimated	$81	million	in	potentially	
dangerous medicines.49  In addition, Pangea VIII 
resulted in the takedown of more than 2,140 websites involved in illegal online drug sales and medical devices, 
including two websites linked to the potential lethal, illicit diet drug DNP. At least 550 ads were removed from 
social media platforms and 429 investigations were launched.50  Pangea VIII was the largest global operation 

41. U.S. Judge Says Google Settlement over Pharma Ads Is Fair, Reuters (Oct. 29, 2014), http://www.reuters.com/article/2014/10/29/
google-pharmaceuticals-settlement-idU.S.L1N0SO1E020141029.
42. Id.
43.	 UPS	Pays	$40M	to	End	Online	Pharmacies	Probe,	U.S.A	TODAY	(Mar.	29,	2013),	http://www.usatoday.com/story/money/busi-
ness/2013/03/29/ups-pays-40m-to-end-online-pharmacies-probe/2035647/. 
44. Id.
45.	 UPS	Agrees	to	Forfeit	$40	Million	in	Payments	from	Illicit	Online	Pharmacies	for	Shipping	Services,	DEP’T	OF	JUSTICE:	U.S.AO-NDCA	
(Mar. 28, 2013), http://www.justice.gov/usao-ndca/pr/ups-agrees-forfeit-40-million-payments-illicit-online-pharmacies-shipping-services. 
46.	 UPS	Pays	$40M	to	End	Online	Pharmacies	Probe,	supra	note	43.
47. FedEx Pleads Not Guilty to Online Pharmacy Charges, CNBC (July 29, 2014), http://www.cnbc.com/id/101875934#.
48. Id.
49. Operation Pangea, INTERPOL: http://www.interpol.int/Crime-areas/Pharmaceutical-crime/Operations/Operation-Pangea
50. Id.

Operation Pangea VIII resulted 
in 156 arrests and the seizure 
of  an estimated $81 million in 

potentially dangerous medicines. 
A record 20.7 million illicit 

medicines were seized.
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51. Id.
52. 292 Internet Domain Names Seized for Selling Counterfeit Products, EUROPOL (Dec. 1, 2014), http://www.europol.europa.eu/
content/292-Internet-domain-names-seized-selling-counterfeit-products.
53. http://www.europol.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm505921.htm.

Countries Participating in Operation Pangea, By Year

targeting fake medicines with 236 agencies in 115 countries coordinating their efforts. A record 20.7 million 
illicit medicines were seized. These included cancer, erectile dysfunction and blood pressure medicines and 
nutritional supplements.  Having begun as a one-day operation put forth by the MHRA to target medicines 
sold illegally in 2004, and since its broader inception globally in 2008, Operation Pangea has grown 
substantially.51  The U.S. also collaborates internationally on operations targeting websites that generally sell 
counterfeit goods, including counterfeit medicines. These crimes are often connected to the operations of illegal 
online drug sellers. For example, in December 2014, the U.S. National Intellectual Property Rights Coordination 
Center (IPR Center) joined with Europol in carrying out Project In Our Sites (IOS) Transatlantic V. Through this 
collaborative effort—executed along with 25 law enforcement agencies from 19 countries—292 total domain 
names were seized, including those engaged in illegal pharmaceutical sales.52   Since its launch in June 2010, 
Project In Our Sites has targeted and seized thousands of websites and domains that distribute counterfeit 
and pirated goods over the Internet. While illegal online drug sales are more appropriately addressed 
through public health regulation, intellectual property enforcement offers an additional point of attack for law 
enforcement.

 Additionally, the U.S. Government engages in transatlantic cooperation with the European Union via the 
Transatlantic Economic Council (TEC). Through the Transatlantic Intellectual Property Rights (IPR) Working Group, 
the	U.S.	Trade	Representative’s	Office	engages	the	EU	delegation	on	intellectual	property	matters,	including	
the online sale of counterfeit pharmaceuticals. The IPR Working Group offers another important mechanism 
by which governments may harmonize actions and coordinate transatlantic initiatives to help address the 
global threat of illegal online drug sellers. In June 2016, Operation Pangea IX took action against over 4,400 
websites that illegally sold unapproved and counterfeit medications to unassuming US consumers. Of those 
websites, 110 were found to sell DNP, a product never approved by the FDA, as a weight loss drug. In the past, 
DNP has been linked to multiple deaths.53

State and Local Activities

At least 29 states have laws in place addressing Internet pharmacy practice – some of them stating their purpose 
in the law’s name. Delaware, for instance, enacted its Safe Internet Pharmacy Act in 2008 based on the determina-
tion	that	unlicensed	online	drug	sellers	pose	a	significant	public	safety	risk,	and	that	previously	existing	laws	did	not	
sufficiently	deter	this	activity.	
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According to the 2016 National Association of Boards of Pharmacy (NABP) Survey of Pharmacy Law, two-thirds 
(19)	of	the	29	states	that	address	Internet	pharmacy	practice	currently	recognize	Verified	Internet	Pharmacy	
Practice Sites® (VIPPS®) accreditation as meeting certain requirements for Internet pharmacies operating in those 
states. The National Association of Boards of Pharmacy® (NABP®) established the VIPPS accreditation program in 
1999 to verify and help patients identify safe and legitimate Internet pharmacies. NABP is a 112-year-old organi-
zation that supports the state boards of pharmacy in protecting public health. 

Several states including Arkansas, District of Columbia, Indiana, Iowa, Kentucky, Montana, Nevada, North Carolina, 
Vermont, and Virginia require VIPPS or other state board of pharmacy-approved accreditation for any pharmacy 
to sell, dispense, distribute, or deliver any prescription drug to any consumer in that state if any part of the transac-
tion was conducted through an Internet site. Other states such as Nebraska and South Carolina recognize VIPPS in 
their laws but do not require it.

States	including	Arkansas,	Iowa,	and	Nevada	have	specific	language	requiring	the	sale	of	prescription	medications	
via the Internet to follow the same state and federal laws as any legitimate pharmacy, including appropriate licen-
sure. Some states – Arkansas, Florida, Illinois, Iowa, Missouri, Nevada, and Utah among them – require a special 
permit,	certification,	license,	or	registration	for	the	operation	of	an	Internet	pharmacy.

Many states, including Alabama, Arizona, Arkansas, Colorado, Delaware, Iowa, Kansas, Louisiana, Missouri, New 
Mexico,	Texas,	and	Wyoming,	specifically	prohibit	dispensing	a	prescription	drug	if	the	order	was	issued	on	the	
basis of an Internet-based questionnaire or consultation without a valid preexisting patient-practitioner. Some 
states including Arkansas and Iowa also explicitly prohibit Internet pharmacies from waiving any liability to which 
the pharmacy otherwise is subject under the law for the selling, dispensing, or delivering prescription drugs. Some 
states – Delaware and Nevada among them – consider violations of their Internet pharmacy laws to be a felony 
and	assesse	fines	of	up	to	$100,000	for	each	violation	of	the	Act.

As an extension of its VIPPS accreditation program, NABP launched the .Pharmacy Top-Level Domain (TLD) Pro-
gram in late 2014 as a new and better way to address the problem of illegal online drug sellers and to provide 
a	safe	online	community	where	consumers	can	find	legitimate	
Internet pharmacies and other pharmacy-related services and 
information. (dot) Pharmacy is a secure and trustworthy TLD 
where consumers around the globe can be sure the medica-
tions and they buy online are safe. Unlike most TLDs that are 
open to anyone, the .pharmacy TLD is granted only to website 
operators that meet standards for safe and legitimate practice. 
Additionally,	unlike	seals	of	approval	and	verification	sites,	
the .pharmacy extension in the URL reveals at a glance that the site has been vetted and found to be safe and 
legitimate. The .pharmacy TLD is available only to select pharmacy community members that have been thoroughly 
vetted and have demonstrated a commitment to patient safety.

Despite	the	global	scale	of	the	problem,	state	and	local	enforcement	activities	can	help	in	the	fight	against	illegal	
online drug sellers by using existing authorities and leveraging their bully pulpits to draw attention to the public 
health threat. The following are ways in which state attorneys general can leverage their positions to better protect 
the public health:

1. Use their authority under the Ryan Haight Act (21 C.F.R. 1300, 1301, 1304, 1306) to shut down illegal 
online drug sellers that peddle controlled substances to patients across the country. 54

2. Pursue so-called “storefront pharmacies” for violations of state pharmacy law. These brick-and-mortar 
sellers—that are no more than physical fronts for illegal online drug sellers—are popping up across the 
country, often in locations with elderly populations.55

54. See Vermont News: The Ryan Haight Online Pharmacy Consumer Protection Act, NABP (Sept. 3, 2009), http://www.nabp.net/news/
vermont-news-the-ryan-haight-online-pharmacy-consumer-protection-act.
55. See Pharmacy Discount Shops Pose New Dangers for Consumers, NABP (July 9, 2014), http://www.nabp.net/news/pharmacy-discount-
shops-pose-new-dangers-for-consumers
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3. Use the bully pulpit to spread the word to consumers, including examples by linking to the ASOP Global 
consumer resource page (http://safeonlinerx.com/public-awareness/), which provides videos, fact sheets, 
and	helps	consumers	find	safe	sources	of	medicines.

4. Encourage increased enforcement actions and increased training for state law enforcement offers on 
counterfeit	medicines.	As	the	state’s	chief	law	enforcement	officer,	each	attorney	general	has	the	power	to	
change State priorities, devote resources, and direct enforcement divisions to focus on online pharmacy and 
counterfeit medicines crimes. 

5. Engage directly with Internet commerce companies like domain name registrars, advertising providers and 
shippers doing business in the state to encourage the companies to take steps to prevent the use of their 
platforms by illegal online drug sellers. For example, domain name registrars could be encouraged lock 
and suspend the domain names of illegal online drug sellers, and search engines could be encouraged to 
disable auto-complete results that yield illegal online drug sellers in the page results.  

B. Europe 

European Union Activities

At any one time, there are approximately 30,000 websites selling medicines targeting the European Union.56  A 
2014 survey found that 18% of European respondents have purchased medicines online,57 and 62% of the medi-
cines purchased online are fake or substandard.58  As discussed below on page 33, various EU Member States 
have statutory provisions in place to address the threat of illegal online drug sellers and the sale and supply of 
medicines “at a distance”. Nonetheless, the transnational nature of this crime means countries need to, and regu-
larly have, coordinate their efforts and work together to combat the threat.

Fortunately, the European Commission is aware of the threat 
posed by illegal online drug sellers and other supply chain 
lapses and has taken action to help protect patients. In July 
2011,	the	Commission	published	the	Falsified	Medicines	Direc-
tive (FMD).59	Specific	to	online	sales,	the	FMD	instituted	a	“Com-
mon Logo” requirement. This provision calls for the establishment 
of a Common Logo at a minimum, yet recognizable throughout 
the EU, which “shall be clearly displayed on websites offering 
medicinal products for sale at a distance to the public.”60  All 
Member States must implement the common logo requirement 
by July 1, 2015.61   The Common Logo will be issued by each 
Member State based on a list of legitimate Internet drug sellers 
and must include penalties for noncompliance. Internet sellers 
of both prescription and non-prescription medicines must regis-
ter with the relevant competent authority in the Member State 
where business is based to be included on the national list of 
legal online drug sellers.  

56.	 ASOP	EU,	FALSIFIED	MEDICINES	COSTING	THE	EARTH	(2013),	available	at	www.asop.eu/new-report-falsified-medicines-costing-the-
earth.download.
57. Only 20% of Europeans Associate Counterfeiting with Medicines, ASOP EU (May 15, 2014), http://asop.eu/europe-survey-on-counter-
feiting.
58. EAASM, THE COUNTERFEITING SUPERHIGHWAY (2008), available at http://www.eaasm.eu/index.php?cID=21&cType=document&do
wnload=1.
59. Id. at Art. 85c(3).
60. Id. at Art. 85c(3).
61. See Commission Implementing Regulation (EU) No. 699/2014, available at http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=
OJ:JOL_2014_184_R_0004&from=EN.

EU Common Logo (UK Version)
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The Common Logo is intended to enable consumers to readily identify legitimate online pharmacies and other 
sellers. Clicking on the Common Logo will link the user to the applicable national regulatory authority’s website, 
which	will	in	turn	provide	a	list	of	approved	online	pharmacies.		A	user	who	clicks	through	and	finds	that	the	sellers	
website is not listed among those approved—or that the link directs anywhere but to the appropriate regulatory 
authority’s website—will thus be warned away from purchasing. If the website houses a legitimate online pharmacy 
supplier,	the	user	will	find	the	seller’s	site	listed	on	the	national	registry	and	thus	can	feel	confident	that	the	site	is	
operating legally.

Implementation of the Common Logo by EU Member States is only one part of the equation. Law enforcement must 
also be prepared to enforce against illegal actors who may feign legitimacy by faking the Common Logo or those 
who are not registered nor do they display the Common Logo. Europol and its partner organizations therefore play 
a	significant	role	in	combating	illegal	online	drug	sellers	in	the	EU.	Because	the	operations	of	online	criminals	are	
rarely	confined	to	a	single	country,	Europol’s	unique	ability	to	organize	and	unite	various	national	law	enforcement	
agencies around their remit of IP rights enforcement is crucial. Below are examples of successful European opera-
tions and collaborations that should be emulated, as well as suggestions that could improve effectiveness.

Model Investigations and Prosecutions

Europol and Eurojust, the EU’s judicial cooperation unit, are uniquely equipped to address the international problem 
of illegal online drug sales. Criminal operations often extend well beyond the borders of a single Member State, 
limiting	the	ability	of	national	law	enforcement	agencies	alone	to	fight	them.	This	is	true	where	Internet	crime	is	
concerned. A recent example case shows how wide an illegal online drug ring can span, and why the coordinating 
functions of Europol and Eurojust are needed to ensure law enforcement success, especially in relation to intellectual 
property and trademark offenses.

 On September 1, 2014, Europol announced that it had dismantled a vast 
European ring of illegal online drug sales.62  Through cooperation with law 
enforcement in Austria, Belgium, Cyprus, France, Hungary, Slovakia, Spain, and the 
United Kingdom, authorities seized several million fake pills valued at €10 million 
($14	million	U.S.).	Another	€7.5	million	was	seized	from	various	bank	accounts,	
and 12 people were arrested. According to Europol, “[t]he counterfeit medicines 
targeted by this operation [were] imported into the European Union from Asia and 
contain incorrect dosages and ingredients which pose a serious health hazard.”63 

 The crime ring was centered in Vienna, Austria, where the leader of the fake 
drug scam was arrested.64  Austrian police began investigating the scam in 2012, 
when a package of medication that was sent to Spain was returned for having 
insufficient	postage.	The	sender	had	used	the	mailing	address	of	a	genuine	
Austrian pharmacy in lieu of his actual address. When the package was returned 
to the legitimate pharmacy’s address as undelivered, the pharmacy brought it to 
the attention of authorities. Since the investigation began, more than 300,000 pills 
with an estimated value of €2 million were seized in Austria alone, representing 
only	one-fifth	of	the	total	transactions	that	are	thought	to	have	occurred	there.65 

	 The	crime	ring	extended	into	the	UK,	where	authorities	identified	more	than	€12	
million in transactions involving counterfeit and unlicensed medicines over the two 

62. International Law Enforcement Action Against Fake Medicines, Europol (Sept. 1, 2014), https://www.europol.europa.eu/content/inter-
national-law-enforcement-action-against-fake-medicines.
63. Id.
64.	 Insufficient	Postage	Leads	to	Bust	of	Fake	Drugs,	Daily	Mail	(Sept.	1,	2014),	http://www.dailymail.co.uk/wires/ap/article-2739954/
Insufficient-postage-leads-bust-fake-drugs.html.
65. International Law Enforcement Action Against Fake Medicines, supra note 63.
66. Id.
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year investigation.66  Two Londoners were arrested who are believed to have 
laundered money through a local charity as part of the Europe-wide operation.67  
Payments were taken from victims from as far as Australia in exchange for 
counterfeit impotency, slimming, and anti-smoking pills that were sold on more 
than 400 websites since March 2012.68  In France, payments totaling €9 million 
were	identified	as	having	been	processed	over	three	years.69  In Spain, counterfeit 
goods worth more than €1.5 million were seized and three people were 
arrested.70  Hungarian authorities, and others, conducted similar investigations.71 

 The involvement of Europol and Eurojust proved key to coordinating and carrying 
out this united effort. After Spanish authorities provided Europol with intelligence 
from a criminal case that offered leads connected to further investigations in 
Austria, France, and the UK, Eurojust organized a meeting of the relevant national 
authorities and established a joint investigation team (JIT).72  The September 2014 
joint operations were then coordinated from Eurojust headquarters, while Europol 
deployed	a	mobile	office	for	real-time	analysis	and	sent	experts	to	assist	national	
and local police agencies.73  This type of large-scale enforcement would have 
been impossible without coordination from the EU-wide level.

Law enforcement agencies at the Member State and local levels recognize the dangers posed by illegal online 
drug sellers and appreciate the need for this type of coordinated effort. Austria’s Minister of the Interior, Johanna 
Mikl-Leitner, called the bust “the greatest blow against the trade in counterfeit medicines Europe-wide.”74  Detective 
Chief Superintendent Tom Manson—of London’s Metropolitan Police Service Specialist, Organised and Economic 
Crime Command—said:

[The] operation with our counterparts in Austria and Europol has been about taking down a highly 
organised crime group who make an incredible amount of money by selling potentially harmful 
drugs to unsuspecting members of the public, some of whom are in the UK. These so-called 
medicines are peddled on very professional looking websites which feature convincing medical 
advice, but the people behind them have no medical training.75 

Similarly, those interviewed for this paper expressed their praise for recent international investigations, with one 
noting that “we never would have seen such action a few years back.” As in the example case, those interviewed 
noted their concern over organized crime’s presence in this area and encouraged further coordinated efforts to 
combat it.

Information Sharing and Collaboration

Complementing its own coordinated efforts among EU Member States, Europol collaborates in wider takedown ef-
forts with international law enforcement, especially in relation to intellectual property infringement.
 

67. London Pair Arrested as Met Police Uncovers Plot to Flood Market with Millions of Fake Medicines, International Business Times (Sept. 2, 
2014), http://www.ibtimes.co.uk/london-pair-arrested-met-police-uncovers-plot-flood-market-millions-fake-medicines-1463639.
68. Id.
69. International Law Enforcement Action Against Fake Medicines, supra note 63.
70. Id.
71. Id.
72. Id.
73. Id.
74.	 Insufficient	Postage	Leads	to	Bust	of	Fake	Drugs,	supra	note	65.
75. London Pair Arrested as Met Police Uncovers Plot to Flood Market with Millions of Fake Medicines, supra note 68.
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Collaborative enforcement initiatives like Operation Pangea and Operation In Our Sites (see page 15 above for 
details on these projects) are important efforts, and those interviewed were aware of the publicity surrounding such 
efforts, although their purpose of serving as an actual deterrent to such crime has yet to be determined.  Many 
interviewed noted that Operation Pangea “highlights the problem”—helping with consumer awareness and public 
health	benefits—and	forces	law	enforcement	agencies	across	the	world	to	engage	on	these	crucial	public	health	
issues which they might “otherwise ignore.” At the same time, many are quick to caution that the problem of illegal 
online drug sellers can never be stopped through occasional policing. A number of representatives interviewed 
from the pharmacy and pharmaceutical sectors expressed the view that, while Pangea is a good idea on paper, it 
is a commercial operation run for maximum exposure. What are truly needed, then, are sustained yearlong efforts 
to ensure the short-term gains from such operations do not dissipate as agencies’ collective focuses turn elsewhere. 
While all acknowledge the budgetary and manpower limitations that law enforcement agencies face, stakehold-
ers interviewed nonetheless would encourage more frequent efforts like Pangea and In Our Sites to further protect 
patient safety. This is true not only in the EU but for all economies. 

In addition to cross-agency collaboration, it is important for agencies like Europol to engage in information shar-
ing with the private sector. For example, operations like Pangea and In Our Sites produced a wealth of data 
that industry security experts could use to great avail. Informing manufacturers that drugs purporting to be their 
product(s)	were	seized—and	from	where—would	significantly	enhance	industry’s	ability	to	locate	and	stop	poten-
tial	counterfeiters	and	online	drug	sellers.	These	communications	could	go	a	long	way	in	helping	to	fight	the	prob-
lem. Please note, that while this does cover a portion of the online pharmacy marketplace, the majority of medi-
cines	sold	illegally	online	are	not	counterfeit	nor	falsified.

Council of  European Activities

Council of Europe/European Directorate for Quality of Medicines

The Council of Europe (CoE) published the Medicrime Convention in 2010 that establishes a framework for inter-
national	cooperation	in	the	fight	against	the	counterfeiting	of	medical	products	(pharmaceuticals,	medical	devices,	
etc.) and related crimes. With its 47 member states, the Council of Europe, based in Strasbourg (France), covers vir-
tually the entire European continent. Established on May 5, 1949 by 10 founder states, the Council of Europe aims 
to promote a common democratic and legal area in Europe, organized around the European Convention on Human 
Rights and other reference texts on protection of the individual.

The EDQM, a partial agreement under the Council of Europe, co-ordinates a practical work program to protect 
public health from the dangers of counterfeiting of medicines (including medical devices and veterinary medicines)
and related crimes through risk management and prevention, and improved co-operation between member states 
and other stakeholders in Europe and beyond. EDQM also collaborates with national and international organiza-
tions in efforts to combat counterfeit medical products and similar crimes. Signatory states and some observer 
states may make use of the expertise and working results coordinated by the Council of Europe and its EDQM to 
support the follow-up of the Convention.

The Medicrime Convention

The Medicrime Convention was established in 2010 and opened for signature in 2011 by the Council of Europe 
(CoE)	and	establishes	a	framework	for	international	cooperation	in	the	fight	against	the	counterfeiting	of	medical	
products	(pharmaceuticals,	medical	devices,	etc.)	and	related	crimes.	It	is	the	first	international	treaty	to	establish	
the	manufacturing	and	supply	of	falsified/counterfeit	medical	products	as	a	criminal	offence,	and	also	makes	it	
illegal to falsify documents relating to medicines (including medical devices and veterinary medicines), manufacture 
and	supply	drug	products	without	authorization.	To	date,	24	countries	have	signed	the	Convention	and	five	(5)	have	
now	ratified	it—meaning	they	consent	to	be	legally	bound	by	the	terms	of	the	treaty—and	this	triggers	its	imple-
mentation.
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The Medicrime Convention is aimed at remedying the situation that counterfeiting of medicines can be handled 
differently from a legal perspective between countries both in the CoE region and elsewhere. Is not concerned 
with	intellectual	property	infringements,	but	defines	counterfeit	as	products	with	a	“false	representation	as	regards	
identity and/or source.” Medicrimes offers a legal framework for world-wide cooperation to combat the counter-
feiting of medical products and similar crimes involving threats to public health. Medicrime also requires parties to 
set up single points of contact within the health authorities, police and customs to exchange information and provide 
assistance for the operational management of cases at national level. Each country’s points of contact will ensure 
international cooperation with their counterparts in other countries. This cooperation represents an asset for effec-
tive implementation and monitoring of the Convention.

The	Medicrime	Convention	text	clarifies	the	definition	of	counterfeiting	of	medical	products	and	similar	crimes	at	
international level. This form of crime is primarily international and the Medicrime Convention remedies the lack of 
a	specific	international	legal	instrument	in	this	field.	Counterfeiting	(falsifying)	of	medical	products	that	have	not	
received an EU-approved ‘Marketing Authorization’ and similar offences are considered crimes. Hitherto, they were 
treated merely as violations of intellectual property rights (manufacture of products resembling genuine products). 
The Medicrime Convention makes counterfeiting and other IP crimes criminal offences. Individuals or organizations 
manufacturing	or	distributing	counterfeit	products	will	be	regarded	as	criminals	seeking	a	quick	profit	to	the	detri-
ment of the health and lives of patients and will be tried accordingly. Persons suffering adverse physical or psycho-
logical effects as a result of using a counterfeit medical product or a medical product deriving from a similar crime 
may be recognized as victims.

Country-Specific Activities

Despite the well-documented importance of EU-level efforts, much still depends on law enforcement in the indi-
vidual	Member	States.	The	section	below	will	examine	specific	examples	of	investigations,	prosecutions,	information	
sharing and collaboration by EU Member States, especially in instances of IP infringement.

 Investigations and Prosecutions 

 Law enforcement efforts and successes among the EU’s 28 Member States are varied. Some countries’ agencies 
deserve praise for taking a tough stand against illegal online drug sellers, while others could improve their 
efforts.

•	 Belgian	Customs
	 Belgium’s	Customs	office	offers	a	good	example	of	how	taking	tough	action	and	collaborating	with	industry	

can lead to success.

 In recent years, Belgian Customs has enhanced its efforts to combat illegal online drug sellers. The agency 
accomplishes this through its Cyber Squad, which works to close offending websites in a streamlined 
manner. Here’s how it works: 

1.  Pharmaceutical manufacturers submit complaints of counterfeiting to Customs on a good faith basis.

2.  Customs reviews the complaints and, typically, takes action. Indeed, when a manufacturer’s 
representative comes forward with allegations that a website is selling counterfeit medicines, Customs 
typically takes them at their word, on a good faith basis. 

3.  Customs proceeds to obtain a court order. This process can take as short as a “couple weeks” to as long 
as	two	months,	according	to	one	Belgian	official.

4.  Once the court order has been issued, Customs then takes it to the domain name registry DNS Belgium, 
which is the registry for .be domains, or to EURid, the registry for .eu domains.

5.  The domain name registry then takes down the offending website within 24 hours.
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 Belgian Customs monitors two top-level domains: .be and .eu. In cases where a .eu domain has been registered 
under a false name (e.g., “John Doe”), an administrative procedure can be implemented that will result in a 
takedown	in	just	“hours,”	according	to	a	Belgian	official.

	 There	are	a	few	factors	that	allow	for	such	efficiency	in	these	processes.	

1. First, Customs accepts pharmaceutical companies’ allegations as true. By placing the incentives upon the 
pharmaceutical companies—as they are in the best position to distinguish their own products from fakes 
found in test buys—this acceptance of good faith reports made by pharmaceutical industry experts 
facilitates	a	faster	enforcement	timeline;	

2. Belgium has special magistrates who are well-versed in computer laws and can readily comprehend the 
issues	when	presented	with	a	request	for	a	court	order;	and	

3. Belgian Customs has special relationships with the relevant domain name registries, EURid and DNS 
Belgium. Customs has an agreement with EURid through which it is able to fast-track administrative 
takedowns. Customs also has jurisdiction over DNS Belgium, who is likely to be more willing to comply 
with enforcement requests and can be compelled to comply with a Belgian court order.

 Belgian Customs has also engaged in a special arrangement with one pharmaceutical manufacturer, through 
which	the	company	sends	a	list	of	new	problem	websites	that	have	appeared	every	six	months.	Customs	finds	
this	method	to	be	mutually	beneficial,	and	encourages	other	pharmaceutical	companies	to	consider	setting	up	
similar arrangements in the future. As a Customs representative noted, it is “entirely worthwhile in the long run” 
to	just	“take	a	couple	hours”	to	build	a	list	of	illegal	websites	and	send	it	to	the	Customs	office.

•	 Opportunities	to	Strengthen	Country	Laws	in	Europe
Despite the great work done by some EU Member States on the issue of counterfeit pharmaceuticals and 
online drug sellers—like that of Belgium—regulatory gaps exist within Europe as they do elsewhere. 
European countries outside of the EU with weak laws complicate, and can even forestall, international 
law enforcement efforts against illegal online drug sellers. For example, the EU Member State of Cyprus 
was noted by commenters due to its “lax banking laws,” which allow criminals to transfer illicit funds with 
impunity. This can greatly frustrate the “follow the money” law enforcement tactic that is often cited as 
essential for law enforcement success.

Additionally, those interviewed commented about a few countries that are not part of the European Union 
body but which, due to their geographic proximity to EU Member States, threaten the safety of EU citizens 
and patients worldwide as part of the global supply chain. A few examples are below:

•	 Russia: Those interviewed pointed to Russia as a source of much of the world’s pharmaceutical crime. 
One commenter noted that Russian “crime bosses” are often protected by the government so long as 
their crimes are not committed on Russian soil and do not target Russian citizens.

•	 Turkey: Turkey was cited as a problem country by many stakeholders interviewed. One commenter 
noted that there is a “major diversion problem” in Turkey that has led to illegal shipments reaching EU 
Member States and the United States.

•	 Opportunities	in	India
 India is another major source of Internet pharmacy crime. In a recent publication by ASSOCHAM, the 

Associated	Chambers	of	Commerce	of	India,	it	is	estimated	that	fake	medicines	account	for	$4.25	billion	
of	the	total	domestic	medication	market	estimated	between	$14-17	billion.	Further,	studies	have	found	
that these counterfeit, IP-infringing, medications could account for upwards of 25% of the total market 
throughout India.76 

76.	 Fake	drugs	in	India	may	cross	US	$10	billion	in	next	three	years:	ASSOCHAM;	elets	eHealth.	http://ehealth.eletsonline.com/2014/07/
fake-drugs-in-india-may-cross-us-10-billion-in-next-three-years-assocham/
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Another key role for law enforcement is to raise awareness in the governments of the source countries 
by providing them with evidence and intelligence on offending products.  This should include identifying 
exporters/shippers and the manufacturers whose products are being exported in violation of that countries 
law;	regardless	of	method,	mail,	sea	and	air	freight.	This	activity,	directed	at	the	EU	and	US	entities,	fuels	
the illegal internet supply capability.

Turkey	has	long	been	identified	by	law	enforcement,	drug	regulators	and	the	pharmaceutical	industry	as	
a	problem	country	with	many	Turkish	market	products,	i.e.	products	which	are	manufactured	specifically	
for the Turkish market, being found outside Turkey. This is largely due as a result of diversion from the 
Turkish market itself. Diverted Turkish market medicines have helped to fuel illegal online drugs sellers’ 
sales and supplies. Over the last 10 years or more, individual packs of diverted Turkish market medicines 
have been found all over the world. Often, this widespread distribution is  the result of an online purchase 
from an illegal online pharmacy or from bulk quantities imported and distributed by unsuspecting or 
complicit wholesalers operating in other parts of the world. During that time, law enforcement agencies in 
Turkey have been particularly proactive against counterfeiters of medicines and distributors of counterfeit 
medicines by conducting long term, successful operations, arrests and convictions. But the issue of diverted 
medicine had not been addressed.

On September 25, 2014, PSI organized a seminar in Ankara on counterfeit and diverted medicines. The 
seminar was attended by senior representatives from the Turkish Ministry of Health, police and customs as 
well as representatives from the U.S. FDA-OCI, United Kingdom MHRA, as well as PSI Members’ security 
representatives. The issue of diversion was discussed in great depth.

On November 20, 2014, the Head of the Turkish Ministry of Health (MOH)’s Medicines and Medical 
Devices Agency, Dr. Saim Kerman, issued a circular setting out details of new measures aimed at 
preventing export - ‘diversion’.  The new measures came into effect on December 3, 2014.

The	last	2	paragraphs	of	an	official	translation	of	the	Circular	read:

As such, export of medicinal products that were manufactured for our country and approved for 
import serve only as a detriment to market availability, thus leading to significant problems with 
drug supplies as well as putting public health at risk.

In	this	respect,	and	with	public	health	and	services	in	mind,	our	Administration	finds	exporting	medicinal	
products,	which	were	imported	in	the	first	place	for	national	use,	to	be	highly	objectionable,	and	is	
determined to take all necessary measures in order to ensure market availability, including systemic 
blocking of such actions.

At a meeting with PSI on December 3, 2014, the Turkish Ministry of Health (MoH) reported that the new 
measures	had	been	introduced	based	upon	the	findings	of	recent	research	and	monitoring	they	had	
undertaken. The measures also follow from representations made at the PSI seminar in September, as well 
as	during	subsequent	visits	and	dialogue	between	senior	Turkish	MoH	officials	and	PSI.	Further	relevant	
points	discussed	include:	brokers	in	Turkey	cannot	buy	from	pharmacies	any	longer;	pharmacies,	if	they	
have	excess	or	surplus	product,	must	return	them	only	to	the	licensed	warehouse	they	obtained	them	from;	
and the opportunity to export medicines by Turkish companies under the old system ceased as of midnight 
on the day of the meeting, December 3, 2014.

The key is that the imported products were intended for the Turkish market and include products that were 
assembled as well as manufactured in Turkey using imported materials. It does not apply to the export of 
medicines that were produced in Turkey for elsewhere, however, the exporter has to obtain a license for 
that process. Before such a license is granted the MoH will check the availability of that medicine in Turkey 
and the level of demand by the Turkish population.
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PSI and its members, the U.S. FDA OCI and the MHRA, are working with the MoH and are providing the 
MoH with details of suspected diverted Turkish medicines found in other parts of the world. Each pack of 
Turkish market medicine carries a unique data matrix code. The MoH is then researching the history of 
each pack with the intent  to identify the offending diverters in Turkey. 

 
Information Sharing and Collaboration 

 Individual Member States can greatly improve their law enforcement capabilities through collaboration with 
one another. The Fakeshare initiative, led by the Italian Medicines Agency (AIFA), with involvement from a large 
group	of	EU	and	non-EU	stakeholders,	offers	a	fine	example	of	this.

 
 Fakeshare is a European Union-funded project whose aim is to ensure coordination 

in investigating and prosecuting crimes involving medicinal products, pharmaceutical 
counterfeiters and illegal online drug sellers.77  Fakeshare’s main partners are EU drug 
regulatory agencies (DRAs):

•	 Italian	Medicines	Agency	–	Agenzia	Italiana	del	Farmaco	(AIFA),	Italy;
•	 National	Authority	for	Medicines	and	Health	Products	–	Autoridade	national	do	

Medicamento	e	Productos	de	Saùde	(INFARMED),	Portugal;
•	 Spanish	Agency	for	Medicines	and	Health	Products	–	Agencia	Española	de	

Medicamentos	y	Productos	Sanitarios	(AEMPS),	Spain;	and
•	 The	Universities	of	Rome	“La	Sapienza”	–	Psychology	and	Trento	–	Criminology,	Italy.
•	 The	Medicines	and	Healthcare	Products	Regulatory	Agency	(MHRA),	United	Kingdom.

 The associate partners of Fakeshare are enforcement authorities, like the Commodities 
and Health Unit of the Italian police (Comando dei carabinieri per la tutela della salute, 
Nucleo	Antisofisticazioni	e	Sanità	–	NAS)	and	the	Pharmaceutical	Security	Institute	(PSI,	
United Kingdom). Other partners involved are professionals from industry/DRAs, such as 
the	European	Federation	of	Pharmaceutical	Industries	&	Associations	(EFPIA,	Belgium),	
RMSHMR, the National Agency for Medicines of the Public Health Institute (Agencia 
Nacional de Medicamentos del Instituto de Salud Pública – ANAMED, Chile), and also IT 
experts like LegitScript (U.S.). Finally, ASOP offers additional support to the Fakeshare 
initiative.

 Fakeshare focuses on information sharing between authorities. To that end, the Fakeshare 
project aims at:

•	 ensuring	coordination	in	investigation	activities	and	polices	forces	initiatives;
•	 targeting	the	illegal	web	distribution	of	medicines;
•	 sharing	information	between	countries	with	similar	scenarios;	and
•	 allowing	the	development	of	coordinated	initiatives	(e.g.,	investigation,	campaigning,	

training) against the illegal distribution of medicines, with the goal of optimizing the 
use of resources in activities developed at the national and international levels.

	 The	goal	of	these	information	sharing	initiatives	is	to	“create	a	common	scientific	ground	
for investigation and communication activities against dangerous web sites.”78 

77.	 Fake	drugs	in	India	may	cross	US	$10	billion	in	next	three	years:	ASSOCHAM;	elets	eHealth.	http://ehealth.eletsonline.com/2014/07/
fake-drugs-in-india-may-cross-us-10-billion-in-next-three-years-assocham/
78. Id.
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C. Asia

Regional Law Enforcement Activities

According to the Pharmaceutical Security Institute (PSI) statistics, the “Asia Region” has been linked to the largest 
number of incidents for the past ten years and continues to stand out as a major region for pharmaceutical crime. 
Through close interactions with law enforcement agencies, 
there has been an increased understanding of this particular 
crime problem in many Asian countries.  Also evident, enforce-
ment actions have been stepped up against online pharma-
ceutical crime to include taking down the rogue Internet sites 
with complementary efforts at increasing public awareness. 
Authorities in China have conducted several nationwide en-
forcement operations with positive results during the past few 
years. In the Philippines, authorities have also stepped up enforcement actions. Each year, there is a week designat-
ed as the “National Consciousness Week against Counterfeit Medicines” to raise the awareness of the enforcement 
agencies and the general public.

Despite these positive developments, concerns remain in the following areas:

1. Inadequate training opportunities prevent the development of Internet crime expertise. Police	officers	and	
detectives view the investigation of online pharmaceutical crimes as being quite different from their 
traditional	investigations.	Thus,	there	is	an	increased	need	for	specific	training	seminars	for	the	police.	PSI,	
along with its members, has facilitated the development of successful operations that have been built on 
training exercises designed to tackle online pharmaceutical crime.   

2. Low priority due to the perception that this is only an economic crime and not a public safety issue. Often due 
to a low priority, authorities in some Asian countries have not sought training in this area. Accordingly, they 
have little understanding of the techniques used in the conduct of online investigations.  This is often evident 
in countries where there are no specialized Internet investigation teams to handle these cases.  In this 
fashion, the cycle of low priority – limited understanding of health risk – and no training - continues.

3. Lack of effective collaboration among the law enforcement agencies and pharmaceutical industry. The 
collaboration among the public and private sectors is ineffective in some countries. Key areas needing 
attention include case referrals, information sharing and the examination of suspect medicines.  Fortunately, 
new	efforts	launched	in	the	region	have	helped	to	improve	the	capability	of	the	enforcement	officers	
as they gain a better understanding of the problem from the pharmaceutical manufacturers’ security 
departments’ presentations and discussions.

Interpol’s Operation Storm V and national training on the investigation of online pharmaceutical crime is notable 
activity positively impacting Asia. Operation Storm is an ongoing, multinational Interpol program developed to 
address the counterfeit medicines problem in Southeast Asia by promoting collaboration among the enforcement 
agencies in Asian countries. During the time that Operation Storm runs, the participating countries engage in a 
focused enforcement operation. 

This year, with a view to improving their capability to conduct online pharmaceutical crime investigation, Interpol 
also conducted trainings in online investigation of pharmaceutical crimes in the region. PSI members supported the 
training	with	specialized	briefings	while	PSI	explained	the	nature	of	support	that	could	be	provided.	Eleven	Asian	
countries participated in the Storm V operation in 2014. They seized 4,701,789 units and 3,454 kg of pharmaceu-
tical	products	valued	at	USD	$3,168,692.	Actions	were	taken	against	29	websites	while	56	arrests	were	made.

Eleven Asian countries 
participated in the Storm V 

operation in 2014. They seized 
4,701,789 units and 3,454 kg 
of  pharmaceutical products. 
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Model Investigations and Prosecutions

In	the	fight	against	global	Internet	sales	of	counterfeit,	illegally	diverted	and	stolen	medicines,	the	pharmaceutical	
companies play an important role. They provide critical information in support of multinational investigations. By 
promoting international cooperation, a vital element in dismantling transnational criminal groups, pharmaceutical 
companies can help to expedite cases of this nature.

 The Philippine authorities have taken steps to combat counterfeit medicine activities 
and worked closely with the pharmaceutical companies. The take-down of a call 
center in the Philippines in 2012 is an excellent example of the collaboration 
between the law enforcement agencies and the pharmaceutical industry which 
provided substantial information in that matter.  

 PSI member company investigators tracked the activities of the online pharmacies 
and determined that these criminals were turning to call centers to facilitate 
the online sales of prescription drugs. Continuing their inquiry, a call center was 
detected in Cebu, Philippines. This call center employed 200 agents to call patients 
in	the	U.S.,	U.K.	and	Australia,	encouraging	them	to	refill	orders	for	medicines.

 Acting on this information, the Philippines authority raided the call center in July 
2012.	Instead	of	finding	computers	where	incriminating	data	was	stored,	they	
discovered that all sales data was strategically stored in Google’s virtual storage, 
which was beyond the immediate reach of local law enforcement. With the 
assistance of U.S. Immigration and Customs Enforcement (ICE), Google agreed to 
“freeze” the data, ensuring its availability to enhance evidence and investigation. 
A follow-up investigation linked the call center to approximately 70 online 
pharmacies worldwide. In this example, close collaboration between international 
enforcement agencies, pharmaceutical company security teams and the search 
engine staff disrupted the online sales of counterfeit medicines.

One person interviewed noted that some enforcement authorities have enacted a useful strategy to stamp out ille-
gal	drug	sellers.	Once	an	illegal	website	has	been	identified,	the	relevant	authorities	will	collaborate	to	locate	the	
physical location of the illicit goods. Then, on the same day that the offending website is taken down, the ware-
house is also raided, “removing all the links in the chain.” These actions, taken in tandem, help to cripple the criminal 
enterprise,	making	it	“increasingly	difficult	to	re-establish	the	operation.”

Information Sharing and Collaboration

The	Asia-Pacific	Economic	Cooperation	(APEC)	was	established	in	1989	to	promote	free	trade	and	economic	growth	
in	the	Asia-Pacific	region.	APEC’s	21	member	economies	engage	in	meetings	and	collaborative	processes	that	sup-
port sustainable growth in the region. Due to its collaborative structure, APEC offers an ideal forum for information 
sharing on how best to combat illegal online sellers. Through the APEC Life Sciences Innovation Forum (LSIF) and the 
LSIF Regulatory Harmonization Steering Committee (RHSC), APEC recently established the Internet Sales Working 
Group	to	focus	specifically	on	the	problem	on	illegal	online	drug	sales.		This	Working	Group	is	chaired	by	Health	
Canada and USFDA and includes APEC member economy regulator and industry representatives.

In late 2013, the APEC Internet Sales Working Group developed a survey, titled APEC Survey: Internet Sales of 
Medicinal Products. The survey was sent to each of the APEC economies to help identify issues related to Internet 
sales of medicines and strategies to address these issues. Ten APEC economies responded in spring 2014, six of 
which are located in Asia (Indonesia, Japan, Papua New Guinea, Philippines, Singapore and Thailand). Responses 
to	the	survey	show	that	some	of	these	nations	have	taken	steps	to	fight	back	against	illegal	online	drug	sellers.	For	
example, Indonesia, Philippines, and Singapore have all participated in INTERPOL’s Operation Pangea, and a few 
economies are engaged in developing laws and rules regulating the sale of medicines online.



25

In addition, the APEC RHSC Internet Sale Working Group conducted a training program on combating illegal 
Internet	drug	websites	during	an	APEC	Senior	Official	Meeting	in	Cebu,	Philippines,	August	26–27,	2015.	Nineteen	
(19) APEC economies participated in this two-day workshop focused on developing an APEC Toolkit on combatting 
illegal	online	drug	sales.	Once	the	tool	kit	is	finalized,	additional	APEC	activities	are	anticipated	during	2016	for	
APEC	economies	to	work	together	implementing	the	Toolkit.	The	Toolkit	has	now	been	finalized,	pending	endorse-
ment from RHSC and LSIF. Future additional APEC activities are anticipated for APEC economies to work together 
implementing the Toolkit.
 

Country-Specific Activities

Asian nations have begun to recognize the threat posed by illegal online drug sellers, and some have started to 
take action. Two distinct approaches are detailed below. First, China shows how targeted domestic crackdowns can 
have noticeable positive effects. Second, Japan’s approach illustrates a novel attempt to combat illegal online drug 
sellers at the registrar level.

China

China offers a recent example of the types of targeted domestic crackdowns that should be emulated by other 
nations. Since 2013, the Chinese government has initiated numerous efforts to crack down on illegal online drug 
sellers:

•	 In	February	2013,	the	China	Food	and	Drug	Administration	(CFDA)	entered	
into a strategic partnership with Baidu, China’s largest search engine. CFDA 
gave Baidu access to its database of approved drugs and Internet OTC 
pharmacy registrations, allowing Baidu to provide detailed information and 
warning messages to consumers. Subsequently, other search engines received 
similar access to help combat illegal online drug sales.

•	 In	July	2013,	the	China’s	Ministry	of	Public	Security	launched	“Operation	
Cloud,” a half-year campaign focused on illegal online drug sales. On 
December 14, 2013, the Ministry announced the results of that crackdown: 
over 400 criminal networks were taken down, over 140 rogue Internet 
pharmacies were shut down, and over 1,300 arrests were made.

•	 Also	in	July	2013,	the	CFDA	initiated	its	own	half-year	campaign,	“Two	
Strikes, Two Setups.” The interagency operation was intended to combat the 
illegal manufacture and sale of drugs, including illegal online sales. CFDA 
worked with other government departments to crack down on illegal online 
drug	sellers,	including	the	State	Internet	Information	Office,	the	Ministry	of	
Industry and Information Technology (MIIT), the Ministry of Public Safety, and 
the State Administration for Industry and Commerce.

These targeted actions resulted in the following concrete successes, 
including: 

By	the	end	of	September	2013,	the	CFDA	had	identified	more	than	
2,000 online drug sellers operating illegally in China. As a result of these 
findings,	arrests	were	made,	194	illegal	domestic	websites	were	shut	down	
by MIIT, and 609 foreign websites were reported to the relevant countries 
for	enforcement.	Additionally,	in	January	2014,	ten	CFDA-certified	
Internet OTC pharmacies were suspended due to unlawful prescription 
drug sales. 
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China’s	efforts	in	this	area	are	laudable,	and	the	May	2015	ASOP	China	Internet	Drug	Study	finds	that	these	ef-
forts have indeed proven effective in reducing access to illegal online drug sellers.79  By focusing their combined 
resources on the problem, Chinese law enforcement agencies have made great headway. Enforcement efforts must 
continue, however, as online drug sellers continue to proliferate in and outside of China.

While China has seen some recent success in enforcement, regulatory gaps remain a concern. Many stakehold-
ers interviewed expressed concern about China’s ability to truly curb its illegal drug market. In particular, those 
interviewed pointed to the rash of counterfeit manufacturing industries that exist within the country. These tensions—
strong enforcement against illegal online drug sellers operating in China on the one hand, and weaker regulations 
and IP protections for medicines on the other—need to be reconciled, or else patients both within and outside of 
China remain at risk.

Japan

In order to more nimbly combat illicit online drug sellers at the source, the Japanese government has taken a 
unique step. In 2014, Japan’s Ministry of Health, Labour and Welfare signed an agreement with LegitScript (www.
legitscript.com), a global leader in rogue Internet pharmacy threat assessment, compliance, risk analysis, and en-
forcement,80  to help monitor and shut down rogue drug sellers targeting Japan.81  As discussed below and as part 
of this agreement Japan, designated LegitScript as its “authority” for online pharmacy enforcement,82  a heretofore 
unprecedented move.

Under the Internet Corporation for Assigned Names and Numbers (ICANN)’s 2013 Registrar Accreditation Agree-
ment (RAA),  complaints of illegal web activity are submitted through one of two paths. Complaints lodged by 
everyday Internet users fall under Section 3.18.1 of the RAA.83   That section simply requires that the registrar 
“take reasonable and prompt steps to investigate” and “respond appropriately,”84	setting	no	specific	timeline	for	
such	response.	Governmental	authorities	(of	jurisdictions	in	which	the	registrar	maintains	a	physical	office),	on	the	
other hand, are authorized to submit complaints under Section 3.18.2. Under this section, “registrars are required 
to establish and maintain a dedicated abuse point of contact, including a dedicated email address and telephone 
number that is monitored 24 hours a day, seven days a week, to receive reports of Illegal Activity.”85  Furthermore, 
registrars have a heightened requirement to respond to Section 3.18.2 complaints within 24 hours.86  The enhanced 
Section 3.18.2 requirements, in essence, force registrars to take abuse complaints more seriously.

However, Section 3.18.2 authority is not exclusively limited to governmental agencies. The provision also allows for 
a “national or territorial government” to designate this power to other entities that may operate on its behalf.87 
Japan’s Ministry of Health, Labour and Welfare has now formally done so with respect to LegitScript, making Le-
gitScript	“the	first	entity	in	the	world	to	be	granted	a	Section	3.18.2	designation.”88

Together, Japan and LegitScript can now act far more nimbly to monitor and take action against any illicit online 
drug	sellers	whose	domains	are	housed	by	registrars	with	Japanese	offices.	Registrars	are	obliged	to	respond	to	

79. ASOP Global Report on the Chinese Rogue Internet Pharmacy Market (March 2015): http://safeonlinerx.com/2015/02/23/asop-
and-legitscript-issue-report-on-chinese-rogue-Internet-pharmacy-market/
80. Disclosure: LegitScript is a Board Member of ASOP Global
81. John Horton, LegitScript Signs Agreement with Japanese Ministry of Health, Labor and Welfare, LegitScript (Sep. 2, 2014), http://
blog.legitscript.com/2014/09/legitscript-signs-agreement-japanese-ministry-health-labor-welfare/. 
82.	 See	Letter	from	Haruo	Akagawa,	Director,	Compliance	&	Narcotics	Div.,	Ministry	of	Health,	Labour	&	Welfare,	to	Fadi	Chehade,	Presi-
dent	&	CEO,	ICANN	(Aug.	28,	2014),	available	at	http://www.legitscript.com/download/Japan_MHLW_Letter_to_ICANN.pdf. 
83. 2013 Registrar Accreditation Agreement, ICANN (June 27, 2013), http://www.icann.org/en/system/files/files/approved-with-specs-
27jun13-en.pdf [hereinafter 2013 RAA].
84.	 Id.	§	3.18.1.
85.	 Id.	§	3.18.2.
86. See id.
87. Id.
88. Horton, supra note 81.
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LegitScript’s reports of illegal activity within 24 hours and “take necessary and appropriate actions.”89  If they fail 
to do so, they will have breached the RAA and are then subject to sanctions from ICANN. For example, Singapore-
based	registrar	IP	Mirror,	which	has	a	Tokyo	office,	recently	received	an	ICANN	contract-breach	notice	for	its	
failure to respond timely to LegitScript’s 3.18.2 complaint.90 

Japan, by taking this novel step, has ensured that its citizens’ health will be vigilantly protected by a company with 
the knowledge and expertise to identify illegal online drug sellers.

Japan’s	Customs	services	have	made	signifcant	progress	over	the	past	three	years	in	disrupting	the	flow	of	illegal	
medicines into Japan. By 2015, they were involved in over 1,000 actions against over 88,000 drugs illegally im-
ported versus 736 actions involving some 43,000 drugs in 2013.91

89. 2013 RAA, supra note 83.
90. See Kevin Murphy, .health Backer Has Cop-Like Takedown Powers for All gTLDs in Japan, DOMAININCITE (Dec. 8, 2014), http://do-
mainincite.com/17758-health-backer-has-cop-like-takedown-powers-for-all-gtlds-in-japan. 
91. http://www.mof.go.jp/customs_tariff/trade/safe_society/chiteki/cy2015/20160304c.htm
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Raising Awareness

Law enforcement has a clear role in preventing and detecting serious crime. There are many organized crime 
groups	involved	in	the	illegal	sale	and	supply	of	drugs	online,	a	serious	crime	that	generates	huge	profits	
for	those	involved.	Much	of	the	profit	is	ploughed	back	into	the	same	crime	or	used	to	fund	other	serious	

criminal activities. Money laundering, on a large scale, is a byproduct of this crime. Investigative leads and sources 
can come from the public or the industry, e.g. ‘whistleblowers’, pharmacists, health care professionals, etc.

Increasing the awareness of the public, the judiciary, law enforcement, government and many more stakeholders 
is	a	key	component	in	the	fight	against	illegal	online	drug	sellers.	Law	enforcement	agencies	have	a	role	to	play	
in such awareness raising. This can be achieved by using their local or national media correspondents to publish 
warnings in newspapers, websites and social media about the dangers of buying drugs online, reports of cases, 
particularly those where people have suffered as a result, as well as sentences in the event of a successful prosecu-
tion. The International Federation of Pharmaceutical Manufacturers and Associations, IFPMA, (http://www.ifpma.
org) coordinates a multi-stakeholder awareness campaign called ‘Fight the Fakes’. The Pharmaceutical Security 
Institute	and	the	Alliance	for	Safe	Online	Pharmacies	are	members	of	this	campaign	(www.fightthefakes.org).	Fight	
the Fakes was launched in January 2014 and there are 20 partner organizations which include wholesalers, phar-
macists,	mobile	app	services,	healthcare	professionals,	disease-specific	organizations,	research-institutes,	product-
development	partnerships,	foundations,	coalitions	for	consumer	protection,	non-profits	and	the	private	sector.	

Since	its	inception,	‘Fight	the	Fakes’	has	made	significant	progress	in	a	field	that	was	in	dire	need	of	such	
improvement. There are now over 100 website resources in addition to almost 13,000 mentions of 
@FightTheFakes/#fakemeds on Twitter. Additionally, this campaign has led to the sharing of more resources 
and personal stories from patients and family members affected by fake medicines. 
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Conclusion

Illegal online drug sellers operate on a global scale and global responses are needed to combat them. These 
criminal enterprises can only be stamped out by sustained, coordinated efforts at the international level, for 
which	public	and	private	sector	initiatives	and	efficiencies	may	vary.	

Law	enforcement	officials	should	seek	to	emulate	the	successful	prosecutions	detailed	above.	Where	regulatory	
gaps exist, policymakers must take action to pass tougher laws that better address the problem. And in many in-
stances,	concurrent	assistance	by	private	sector	entities	serve	to	greatly	benefit	the	patients	in	removing	dangerous,	
if not deadly, medications off of the Internet. Illegal online drug sales will not dissipate on their own, so ignoring 
the issue is no solution at all. All stakeholders must recognize the grave public health threat that exists and take ac-
tions within their power to protect patients from illegal online drug sellers.
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Appendix: 
High-Level Checklist of Best Practices

Best Practices for Governments

o Collaborate with foreign governments and law enforcement 
o Use current authority
o Increase cooperation with Internet commerce companies and payment processors 
o Increase prosecutions to strengthen deterrence
o Increase penalties for violations of laws and regulations 
o Provide authority for civil seizure of criminal proceeds from illegal online drug sellers
o Prioritize the issue of illegal online drug sellers in your jurisdiction through work with federal, state 

and	local	enforcement	officials
o Collaborate with enforcement groups that are able to track geo coordinates, ports, and mail facili-

ties (track these, and watch for offenders)
o Maintain or increase cooperation with industries corporate security professionals
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