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Welcome

Mario Melazzini, Chairman of the Board — AIFA

It is my pleasure to welcome you to the Conference organized by AIFA in the framework of the European project
Fakeshare II; since the early days of my mandate in AIFA | watched with great interest the initiatives aiming at fight-
ing the so-called “pharmaceutical crime”, carried out by the Agency in collaboration with other European Agencies,
many of which participate today through their respective delegates.

During the speeches scheduled for today we will address and discuss the illegal phenomena in the pharmaceutical
field related to the manufacturing and distribution of counterfeit or illegal medicines, to the promotion of danger-
ous medicinal products through unauthorized e-pharmacies and / or social networks, and to the theft and laun-
dering of medicines.

A number of extremely important issues, in respect of which regulatory agencies and other authorities, health-re-
lated and not, are called upon to intervene, in order to ensure the safe access to medicines, which is primarily a
health advocacy tool.

Recent tragic cases of lethal side effects related to medicines bought from unsafe sources - it is of last April, the
news of the death of a young bodybuilder of Foggia, due, according to preliminary reports, to the consumption of an
illegal anabolic substance - in fact prove that medicines, without all essential requirements of quality and safety,
might become nothing but a health advocacy tool.

The today conference is therefore an important meeting, to discuss not only about what has been done but above
all what has to be done in the future, especially in light of recent developments which confirm that the scenario is

continuously changing and thus regulatory authorities need to change, in some ways, consolidated paradigms.

The new types of falsification, which more and more involve life-saving drugs such as anticancer or antiviral, repre-
sent the next challenge for all Authorities called upon to protect public and individual health.

On behalf of the Italian Medicines Agency | thank all the representatives of the institutions and associations that
take part in the Conference today, certain that this is the starting point of important new initiatives.

I wish you all the best in your work!



Fighting counterfeiting:
a contribution from the pharmaceutical industry

Antonio Messina, Industrial Relations Responsible- Farmindustria

In Italy, thanks to the accurate supervision of the competent Authorities and to the National Health System, which
allows patient access to most the pharmaceutical products, counterfeited medicines are almost absent in the offi-
cial distribution chain. In addition, any activity in the pharma sector requires several authorizations.

Any step of medicine life-cycle is strictly monitored, starting from manufacturing sites up to the point of dispense.

According to the Pharmaceutical Security Institute (PSI) medicine’s counterfeiting keeps on spreading worldwide
threatening citizens’ health.
The number of incidents occurred worldwide is increasing: from 2177 registered by PSI in 2014 to 3002 in 2015.

Medicine counterfeiting causes an economic loss both for companies and Healthcare Systems. According to the
report of European Union Observatory on Intellectual Property, the economic impact of pharmaceutical counter-
feiting is estimated in about 10 billion euro every year.

Counterfeiting affects different kind of pharmaceutical products, depending on their geographical distribution:
while in developing Countries most counterfeited medicines are those used for the treatment of serious diseases,
such as malaria or high spread diseases, in developed Countries counterfeiting is mostly focused on pharmaceutical
products intended to improve physical and sexual performances.

Counterfeited medicines are extremely dangerous for public health, they are not equivalent to the original product
since they have not been properly evaluated to check their quality, safety and efficacy, as required by the strict EU
requirements that Pharmaceutical Companies must observe.

Counterfeited products might contain ingredients, including active ingredients, which are of bad quality, in the
wrong dosage and, in some cases could be highly toxic.

The phenomenon severely undermines doctors’ and patients’ trust in medicines and in the Pharmaceutical Industry

Counterfeiting is a matter of great concern also at European level, sure enough with the Falsified Medicines Direc-
tive (Directive 2011/62/EU) the European Parliament introduced tougher rules to improve the protection of public
health with new harmonized, pan-European traceability system to prevent medicine’s counterfeiting in Europe-
an Countries.

These new measures include mandatory safety features to be applied on the outer packaging in order to allow the
verification of the authenticity of medicinal product, and for the first time medicine sale via web is structured and
ruled in order to guarantee the safety of online purchasing.

In Italy, from 1st July 2015 online pharmacies are allowed.

Only medicines without medical prescription can be sold online, whereas the sale of prescription medicines remains
forbidden.

Authorized websites must display a EU-wide logo to identify legal online pharmacies plus a link to the website of
the local competent Authority. This would make it easier to distinguish between legal and illegal online pharmacies
throughout the European Union.

However, in our country online purchasing of pharmaceutical products is still limited, thanks to the strong relation-
ship between citizens and pharmacists.

Counterfeiting is a phenomenon to be fought and defeated through the cooperation among the stakeholders of the
Pharmaceutical chain of medicine, Law Enforcement and Authorities as a whole.

Pharmaceutical companies have always been active partners to ensure the safety of medicine global supply chains
and to protect patient’s health.
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The market of falsified medicinal products:
how is the scenario changing?

Manuel Ibarra Lorente, AEMPS

Falsified medicinal products pose a big challenge to drug regulatory authorities at a global level. Despite the lack of reliable
statistics, falsified medicinal products continue to be seized by customs or in police raids and the trade in falsified medicinal
products is still far from being solved.

Level of risk and types of medicines being falsified vary significantly among countries or regions. One of the factors contribut-
ing to trade of falsified medicinal products is the unsatisfied demand for pharmaceutical products. In countries with a mature
pharmaceutical regulatory system and good health system coverage, presence of falsified medicinal products in the legal supply
chain is rare, but not unprecedented. However, falsified medicines in the illegal supply chain of those countries are very frequent,
mostly sold over the internet and delivered by mail.

Reinforcement of customs controls and proper liaison between customs and drug regulatory authorities would not only reduce the
entry of falsified medicines in the EU, but also the use of the EU as a transit to other territories with weaker regulatory systems. A
better cooperation and exchange of intelligence are key elements to increase effectiveness in the fight against falsified medicines.

Despite its global nature, the risks posed by falsified
medicinal products for public health are very much de-
pending on the structure of the national healthcare sys-
tems, in particular, the structure of the medicines sup-
ply chain in a particular country or region.

Medicines pricing, availability of medicinal products,
pharmaceutical regulatory system and enforcement...
among other factors, are elements which have an influ-
ence on risk, as it has been indicated by previous cases
of falsification in the EU. Evolution of these factors and
the deployment of measures envisaged by the falsified
medicines directive would configure the scenario in the
forthcoming years.

Some of the features of national scenarios which may
have a protective role are a proper licensing system,
that includes announced and unannounced Inspections,
a fully functional custom service, including Inspection
at postal hubs, coverage of national reimbursement
systems and mechanisms ensuring coordination and
information exchange among stakeholders at nation-
al level. These elements are normally implemented in
most EU Member States, and this would explain why
falsified medicines entering the legitimate supply chain
in the EU remain to be rare.

One of the main drivers for medicines counterfeiters
are meeting customers’ demands and unmet needs. In
developing countries, customers’ needs focus on life
saving drugs, but the markets are different in devel-
oped countries. In developed countries, with function-
al national health systems, most of the patient’s needs
are covered when they are medically justified. However,
patients in developed countries may look for other ele-

ments, such as better prices, or more convenient supply,
or the avoidance for medical prescription. Patients may
look for in the internet to get the medicines they need,
and may or not be aware of the risk this represent.

Member States are working to strengthen the legal
supply chain, as all the elements of the falsified med-
icines directive are now being implemented. However,
while legitimate supply chain is being reinforced and
subject to continuous monitoring, efficacy of the meas-
ures applied outside of the legal supply chain remain to
be uncertain.

Illegal websites selling medicines continue to operate,
and the numbers of postal parcels seized containing
medicines are growing. Moreover, the amounts of med-
icines found in each package indicate that consignees
may be acting as resellers/distributors. These risks have
not been satisfactorily addressed. Awareness raising
campaigns have been launched, but its efficacy seems
not to be optimal.

Another challenge is the “import-for-export” trade of
medicines, and the complex customs procedures that
can be applied to medicines in these flows. Medicines
can stop over the EU and their true origin may be ob-
scured. The need for proper coordination and informa-
tion exchange between customs and national compe-
tent authorities are of the utmost importance.

The priority for national competent authorities should
be to protect national legitimate supply chain. However,
work in other areas, such as the internet, postal and in-
ternational trade should continue.



Domenico Di Giorgio, AIFA

Recent cases managed by AIFA allowed to identify a number of developments of Pharmaceutical Crime. Recent examples on the
illegal distribution of unauthorized pharmaceutical products, manufactured by Italian pharmacies and in some cases also ex-
ported to other countries are object of this paper, along with an overview of the ongoing investigation regarding the falsification
of Sovaldi, sold to Israel through a Swiss wholesaler/trader and supplied via India/Hong Kong.

In recent years AIFA managed different cases regarding
falsified or illegal medicinal products, that confirm the
evolution of the problem on several fronts.

Casel

In June 2016 we received a request from Carabinieri NAS
regarding laboratory analysis on suspected active sub-
stances and medicines found in a pharmacy.

The analysis results identified the APIs minocycline, flu-
conazole, atorvastatin and the presence of atorvastatin,
minocycline and aciclovir in the tablets.

The investigations demonstrated that the pharmacy
produced miracle medicines - containing the APIs iden-
tified through the analysis - for patients suffering from
neurodegenerative diseases.

The name of the anauthorized cure protocol was “Sven
to stand”, and this was promoted by the head of the
organization in the Beauty Center “Forme di bellezza”.
Globally 6 person of this organization were arrested.

Caselll

Another case object of our investigations involves a
number of packages of original Sovaldi (sofosbuvir)
from the Pakistan “Access” program, that were repack-
aged as Harvoni (sofosbuvir + edipasvir) and sold to Is-
rael through a Swiss wholesaler/trader, supplied via In-
dia/Hong Kong.

The Swiss wholesaler was supplied by VAMA (India):
upon request of the Swiss and Israel authorities, India
confirmed that the licence of VAMA was revoked. Invoic-
es of the supply from Hong Kong to VAMA are not acces-
sible at the moment.

Vania Serapicos, INFARMED

It is not possible to know where label falsification was
done: nevertheless, since there are well known typos in
the label (1/1l mistake: “ledipasvir”), it is likely that the
original label was scanned in a facility where people do
not use the Latin alphabet. Note that the white label in
Hebrew is a label that a pharmacist stuck while dispens-
ing the drug to the patients and reports patient’s de-
tails, dosage and the pharmacy name: it hiddens some
typos, that anyway were visible during the trades be-
tween India, Hong Kong, Switzerland and Israel.

The Israeli inspections confirmed the low level of GDP
verifications in the company. In spite of the relevance of
the trade for the business of RCC Pharma they reported
a poor verifications on the product. Further requests for
data/inspections regarding the source of the product
(Pakistan? Hong Kong?) are still ongoing.

Case Il

The last case is from July 2016 and moves from the re-

quest of information from the Norwegian Authority

about pharmacy preparations manufactured by an Ital-

ian pharmacy (prescriptions provided by a Norwegian

doctor) and delivered to Norway:

+ Liothyronin Slow release capsules - 30 mg

« MethylB12-injections - delivered in syringes 0,2 ml
(syringes marked for Insulin)

*  MethylB12 spray - 20 ml

In Italy, the prescription provided by a Norwegian doc-
tor is not effective for preparations manufactured in an
Italian Pharmacy The investigations carried out by Ca-
rabinieri NAS pointed out more elements, such as that
Pharmacy preparations are delivered to other countries
for the treatment of neurodegenerative deseas.

Legal difficulties comes with the circumstance of not having a typified crime for the trade of illegal and falsified medicines in
Portugal. The collaboration between INFARMED, I.P. and Customs Authority is helping to prevent the entry of illegal and falsified
medicines in the country. The situations found in Portugal regarding the sale of illegal medicines. and the new challenges that
INFARMED, |, P. is facing - as new stores and ways of trading illegal medicines - are taking a more relevant extent.
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In Portugal, medicine falsification and similar practices
that threaten public health like the manufacture, dis-
tribution, storage, import, export, supply and trade of
medicines and medical devices without authorization or
in disconformity with legal requirements is illegal but
not a crime.

However, it’s imperative to change this scenario in or-
der to guarantee a more efficient protection of public
health and a more proficient prosecution of these dan-
gerous behaviors.

Until now, some already existent crime frames have
been used to fight these illegal activities. Nevertheless,
none of them is ideal as all present problems, whether
it’s the difficulty of proof, the exclusion of some types of
falsification, the prosecution initiative, among others.

One solution might be the ratification of Medicrime
Convention, signed by Portugal in 2011. To make this
process faster and easier, a working group has been cre-
ated, with representatives of all relevant ministries and
authorities to this matter.

While the criminalization doesn’t occur, Portugal, has
been actively working to keep falsified and illegal med-
icines out of its territory. One of the most significant
activities in place is the daily screening by the Customs
Authority of packages sent from foreign countries. To-
gether with INFARMED, I.P., that provides help on the
analysis and assessment on the products found, Portu-
gal as able to keep out of its borders, in 2015, more than
619.980 units of illegal/falsified medicines. Only on the
first semester of 2016, INFARMED, I.P. issued more than
3.600 assessments and more that 283.281 units of illegal
or falsified medicines were identified.

The most common medicines found were analgesics
(19%), anti-inflammatory (14%), central nervous system
drugs (9%), erectile dysfunction drugs (7%) and cardio-
vascular medicines (7%). The majority of these products
come from USA, Canada or Brazil, except for the erectile
dysfunction medicines that mainly proceed from India,
China or Singapore.

One of the main concerns for INFARMED, I.P. and the
Portuguese authorities is the maritime ports, as this
is one of the easiest ways to introduce medicines in a
large scale in any country with a big coastline, like ours.
This will be a reality to take in to account and that will
demand even more attention and action from all the
authorities involved in the fight to illegal commerce
of goods.

Looking into the internal market, and although this
isn’t still a reality with massive proportions in Portugal,
some websites have being found offering to sell illegal
medicines. Most of the situations happen in consumer
to consumer and business to consumer type of websites
(similar to EBay). Until now, the notification of the own-
ers of these websites have been proven effective in the
removal of online illegal medicines adverts.

A reality that has gained a bigger relevance lately is the
selling of illegal medicines in and through sex shops.
This motivated several inspections to these shops by
INFARMED, I.P. in collaboration with the Economic and
Food Safety Authority (the competent authority to su-
pervise these establishments), which resulted in prod-
ucts seizing and prosecutions of crime and administra-
tive offences by both authorities to the owners.

In Portugal, until this date, only three medicine thefts
have being reported to INFARMED, I.P, none of which
posted arisk for public health as of the quantities stolen
were very insignificant. It’s important, however, to make
notice that the theft of any merchandise is a property
crime, there is no obligation of stakeholders to reports
these events to INFARMED, I.P,, and it’s the owner that
decides if a prosecution is initiated, by filing a formal
complaint. Nonetheless the perception that INFARMED,
I.P. has about this issue, based on contacts held with
wholesalers and other stakeholders during inspection,
is that it’s not a reality that concerns them, as most of
them didn’t had any prior situation of theft.

Being a multidisciplinary matter, the fight of illegal and
falsified medicines demands, from authorities also a
multidisciplinary approach. Because of that, INFARMED,
I.P. created an internal working group that discussed
and attends any matter regarding falsified medicines.
The goal is to have a joint definition strategy and action
on falsified medicines, with contributions from all rele-
vant departments for this matter.

Given all of the mentioned above, INFARMED, I.P. sees
as the most important challenges to the future, the
need to improve legislation and increase penalties, the
growing number of places to inspect as new entities and
ways of commerce of falsified medicines appear every
day, which will compel authorities (internal and form
different countries) to cooperate more and more with
each other, and to be aware of new realities and trends
happening in each countries.



Mark Jackson, Athiqur Meah, MHRA

An emerging threat to the UK supply chain — The presentation covers the identification of a growing trend of diversion of li-
censed benzodiazepines (diazepam) and hypnotic drugs (also known as Z drugs) from the legitimate supply chain to the black
market. It highlights the intelligence picture identified to date and what action the MHRA has taken to deal with the problem.
Information established to date suggests that the diversion of the licensed products is fuelled by street level drug dealing and

illegal sales online.

Introduction

The UK Medicines and Healthcare products Regulatory
Agency (MHRA) has identified new and emerging issues
within the UK regulated supply chain involving diversion
of Controlled Drugs which are also prescription only
medicines in the UK and beyond. The products specif-
ically are benzodiazepines and other hypnotics/anxio-
lytics such as Zopiclone and Zolpidem - which, for the
purposes of this paper, are termed as “Z” drugs.

It has been established that large volumes of these med-
icines are being diverted unlawfully from the regulated
supply chain for sale and supply on the criminal market
by a number of entities within the regulatory system,
employing unethical and potentially illegal practices.
Loopholes in UK legislation are being exploited in order
to obtain and sell these products.

Background

This issue first came to light following contact by an-
other European medicines regulator. Investigations
instigated by them led to the seizure of products that
appeared to originate from the legitimate supply chain
in the UK. The products were identified as originating
from one specific pharmaceutical company. An inspec-
tion took place and the top 10 sales of benzodiazepines
and Z drugs were examined; one sale alone amounted
to many millions of doses. This particular purchaser has
control of a small number of pharmacies in the UK and
when questioned about the product, stated that the
medicines had been sold for cash and there was no pa-
per work. The medicines were apparently sold to a dis-
tributer whose WDA (Wholesale Dealer’s Authorisation,
a licence granted by the MHRA) had been suspended.
Following the initial intelligence referral a large number
of complex and potentially linked investigations have
been instigated.

A second referral was made by a UK Police force fol-
lowing another large recovery of Diazepam tablets.
On examination these were again identified as coming
from the legitimate supply chain. It was established

that a suspect had managed to purchase multiple mil-
lion doses by using a poorly forged WDA, ordering the
products using his personal email address, paying with
his personal credit card and arranging for collection
rather than delivery. The wholesale dealer supplying the
product was identified and inspected. The top 120 sales
of benzodiazepines and Z drugs were examined and 95
deemed to be transactions that required further inves-
tigation - some were linked to the original referral.

Jurisdiction

Benzodiazepines and Z drugs are controlled in the UK
under the Misuse of Drugs Act 1971, scheduled as Class
‘C’ drugs and consequently, regulatory responsibility lies
with the Home Office and investigation / enforcement
with the Police. However, it is evident that the policing of
Class ‘C’ medicines is not a priority for law enforcement
agencies. This has created an opportunity for criminal
networks to exploit and the regulated supply chain has
been identified as a rich source of product which can be
corrupted to feed the criminal market. As these med-
icines are being diverted from the regulated supply
chain, MHRA has a significant role to play in the investi-
gation and enforcement; consequently, MHRA has taken
responsibility for investigating these linked offences.

Modus Operandi

Early assessment of the criminality involved in the re-

lated investigations has identified a number of emerging

trends which are listed below. This is of great assistance
to those charged with inspecting or formally investigat-
ing such matters:

» WDA holder purchasing medicines via a legitimate
supplier and then selling ‘off the books’ directly into
the black market

« Significant changes in purchasing trends. Pharma-
cy(s) purchasing increasing amounts far in excess of
a dispensable amount.

» WDA holders selling medicines without perform-
ing appropriate due diligence including; sales to in-
dividuals who have used personal bank accounts,

11
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collections direct from the Wholesaler or delivery
addresses which are not named on the purchasers,
often fraudulent, WDA.

WDA holders purportedly selling medicines for ex-
port outside the EEA (usually to countries without
a fully functioning government such as Somalia or
Syria) but without the actual product being physi-
cally exported. The medicines are then, rather than
being exported from the UK, diverted into the crim-
inal market.

Pharmacies and bogus wholesalers purportedly from
outside the EEA approaching UK wholesalers directly
and ordering large amounts of medicines.

Medicines stolen from WDA holders and manufac-
turers by employees - recorded as losses by industry
not thefts.

Recommended Actions

The development of a watchlist of medicines most
vulnerable to diversion from the regulated sup-
ply chain.

When inspecting the major wholesalers who account
for around 80% of the market supplying medicines
on the watchlist to pharmacies, GMDP inspectors to
request sales data to identify the largest customers
as this maybe an indicator of criminal activity.
Intelligence Unit resources to analyse data as de-
scribed to identify potential suspicious activity.
Through communication networks encourage whole-
salers and manufacturers to report suspicious orders

and trades involving watchlist medicines (large sales
to pharmacies, payments made to personal bank ac-
counts, deliveries to addresses not listed on WDA and
requests from overseas)

+ Regular liaison between GMDP inspectors and en-
forcement operatives to establish and highlight the
current threats and risks so that these can be com-
municated to wholesalers and manufacturers via
the MHRA blog. This process of communication uti-
lised by the MHRA is targeted towards profession-
als within the industry to provide timely and rele-
vant information.

+ Encourage international liaison by GMDP inspectors
and Enforcement Officers to highlight these issues
in the UK, establish any new emerging trends within
the EU and identify lessons.

« Encourage the reporting of not only thefts but also
‘losses’ of medicines on the watchlist.

Conclusion

This report highlights the significant difficulty experi-
enced in the UK in securing the regulated supply chain
and the emerging threats and challenges that both
regulators and law enforcement face. An enhanced
coordinated approach from all interested parties will
be required if the integrity of the supply chain is to
be maintained.



Thefts of medicines: IT tools
Domenico Di Giorgio, AIFA

A presentation of the system that made it possible to identify flows, develop blacklists and eradicate the phenomenon of thefts.

Background

Since 2013 in Italy an exponential growth in the phe-
nomenon of thefts of medicines has been observed. As
the management of the investigation on thefts is carried
out at local level and complaints are filed with various
local police forces, there has been a urge for centraliza-
tion of data on the phenomenon, which would enhance
the execution of a thorough analysis.

The network of the stakeholders

AIFA (Product Quality and Counterfeiting Office, UQP&C)
has initiated the development of a system for collecting,
managing and sharing of data on the phenomenon of
thefts of medicines.

In the project were initially involved all the stakeholders
most directly concerned, namely the marketing author-
ization holders (MAH) and the Warehouse Service Pro-
viders (depositories), which were asked to share the data
available on events of theft.

The involvement of trade associations, whose contri-
bution facilitated the awareness raising of marketing
authorization holders and Warehouse Service Provid-
ers, has been decisive. The main interlocutors were Far-
mindustria (association of pharmaceutical companies,
which represents about 200 companies), ASSORAM the
National Association of traders and logistics of the pri-
mary distribution of pharmaceutical products for human
use (as well as veterinary, parapharmaceutical, medical
devices and sanitary goods) and later Assogenerici, Na-
tional Association of industries of generic drugs, which
represents over 50 pharmaceutical companies and, fi-
nally, the national association of wholesalers.

Currently, about 80 companies or pharmaceutical
groups are registered in the AIFA platform. The MAHs
currently involved in the project cover approximately
49% of the whole medicinal products authorized in It-
aly and include, in particular, 7 out of the 13 companies
holding more than one hundred products each.

The project also involved the Italian Ministry of Health,
responsible for monitoring the distribution and for the
tracking system (“track and trace”) and the nation-
al police force Carabinieri NAS, a police force in charge
of specialized investigative health-related tasks and
judiciary police activities in various sectors, includ-
ing healthcare.

Data collection

With the aim of simplifying as much as possible the ac-
tivities of data collection, it was agreed in the operation-
al stage to use a standard form (“thefts report form”) to
be sent, once compiled by the MAH/ Warehouse Service
Provider / Wholesaler, to a dedicated email address.
The system actually replicated the format according to
which, on the basis of the regulations in force, MAHs and
distributors are mandatorily required to report any case
of theft to the tracking system of the Ministry of Health.
The information requested on the form are strictly nec-
essary to identify the event and the product stolen (or
lost) and include, in particular, the Marketing Authori-
sation Number.

Managing of data

The data reported in the form are extracted and trans-
ferred in the Database on Thefts. Through the Marketing
Authorisation Number relations can be established with
the AIFA Database on Medicines authorized in Italy. This
allows to integrate the data reported on the form (name
and Marketing Authorisation Number) with the main
characteristics of the product.

Developments

In the framework of Fakeshare Il the Database on Thefts
has been extended to the other Countries involved in the
Project through an ad hoc Database which allows the
gathering and sharing of data.

13
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Management of cases of pharmaceutical crime in Italy

Diana Russo, Public Prosecutor of the Republic

The pharmaceutical crime today represents one of the most remunerative illicit activities and one of the main investment
sources of organized crime.

Alongside counterfeiting, there has been in recent years a significant increase of crimes against the patrimony (thefts, robberies)
related to medicines and pharmaceutical products subtracted in hospitals or during the phases of transport within the official
distribution network on the national territory, to the purpose of being re-marketed in Italy or abroad, by means of “carousel
frauds” (Missing trader fraud, or theft of Value Added Tax - VAT) or through the online sale.

The so called “Operation Pharmalab” - arisen from the seizure, in June 2014, of a huge amount of medicines (no. 58.222 packages
of medicines of different types, genres and origins, including hospital medicines, for an esteemed market value of € 839.530,89)
stored inside a deposit in Arzano - enabled to identify the members of a criminal association to the purposes of receiving
and handling stolen medicines (also from hospital facilities) and robberies (mainly carried out on transport operators) and the
subsequent re-marketing through the arrangement of false fiscal documentation suitable at simulating their purchase from
suppliers and/or Italian pharmacies by apparent foreign companies.

We will examine the substantial and procedural aspects of this case, particularly with respect to the charged offence of “receiv-
ing and handling of stolen goods” and its consequent demonstration in Court.

We will highlight the main criticalities emerged concerning the inadequacy of the legal frame work in force to tackle such a
relevant phenomenon; the perfectibility of the traceability system; the fragmentation of proceedings related to counterfeiting
and/or handling of stolen goods before different Italian judicial Authorities; the insufficient catalogue of accessory sanctions,

also in disciplinary proceedings.

Introduction: origin and development of
investigation activities

The pharmaceutical crime today represents one of the
most remunerative illicit activities and one of the main
investment sources of organized crime.

Alongside counterfeiting, there has been in recent years
a significant increase of crimes against the patrimony
(thefts, robberies) related to medicines and pharma-
ceutical products subtracted in hospitals or during the
phases of transport within the official distribution net-
work on the whole national territory, to the purpose of
being re-marketed in Italy or abroad, by means of “car-
ousel frauds” or through the online sale

The so called “Operation Pharmalab” arose from the sei-
zure, carried out in early June 2014, of a huge amount of
medicines (no. 58.222 packages of medicines of differ-
ent types, genres and origins, including hospital-drugs,
for an esteemed market value of € 839.530,89) stored
inside a deposit in Arzano, occasionally discovered by
the Italian Finance Police (Guardia di Finanza) of Fiu-
micino (Rome), at the disposal of two subjects (one of
whom is a pharmacist).

The investigations initiated by the Public Prosecutor’s
Office in Napoli Nord (technical verifications aimed at
clarifying the criminal provenance of the seized goods;

observation, surveillance and monitoring; interceptions;
questioning on the suspects) enabled to identify the
members of a criminal association to the purposes of
receiving and handling stolen medicines (also from hos-
pital facilities) and robberies (mainly on transport oper-
ators) and their subsequent re-marketing through the
arrangement of false fiscal documentation suitable at
simulating their purchase from suppliers and/or Italian
pharmacies by apparent foreign companies.

In short, the criminal system proved to be organized in

different phases:

+ organization and execution, on the whole nation-
al territory, of thefts mostly in hospital pharmacies
and robberies on transport operators;

+ storage of stolen goods in hidden deposits (situated
in the Campania region);

+ medicines cataloguing and arrangement of false
documentation by expert co-participants;

« transfer to complacent subjects (pharmacies, whole-
salers, distributors), dedicated to re-introducing the
stolen medicines on the official circuit.

The criminal organization, entirely composed of Italians,
besides transferring the medicines to small complacent
pharmacies in Naples, also supplied official wholesalers
who regularized the stolen goods by means of fictitious
importations of medicines purchased, only upon paper
documents, from non-existing foreign companies. The



goods could, therefore, be resold in Italy to unaware
pharmacies, so introducing in the retail system huge
amounts of medicines, thus defrauding the Nation-
al Health System, with a potentially enormous danger
for the public health, being unknown the storage and
transport conditions of the medicines up to the time
of their seizure (most likely inadequate and, certainly,
not complying with the prescriptions on environmental
healthiness and storage temperatures).

Within the same investigation, in November 2014 a
number of searches were carried out in the provinces
of Naples and Caserta in premises under the disposal of
the suspected subjects, which led to the detection and
seizure of no. 3.117 additional packages of medicines,
many of which oncologic or anti-rheumatic drugs, also
from hospitals, for a market value of € 963.575,23.

Substantive aspects: charged offences

Though the conduct at issue in the proceeding is con-
sistent with the wider and alarming phenomenon above
briefly described, in the present case it was possible to
charge the following offences:

« receiving of stolen goods (or coming from an offence,
art. 648 of the Italian Criminal Code): it is an offence
against the property liable to imprisonment from 2
to 8 years and a fine from € 526 to € 10.329; moreo-
ver, the aggravating circumstance laid by art. 61, no.
7, of the criminal code, in relation to the seriousness
of the financial damage caused, was also charged;

+ possession of narcotic drugs (art. 73, par. 1, also re-
lated to par. 4 of the d.P.R. no. 309/1990) with respect
to some packages of medicines (no. 1191) containing
active principles which may be rooted to the Ta-
bles enclosed to the Consolidated Law on Narcot-
ic Drugs (specifically Table | section A and Table IV).
The charge was, however, challenged by the de-
fense, on the assumption that the Public Prosecutor
would have referred to categories no longer in force,
following a Constitutional Court’s judgment (no.
32/2014) against the mentioned regulation, which
evaluated as uncostitutional some of the provi-
sions against the possession of narcotic drugs, and
the subsequent introduction by the Law Decree no.
36/2014, converted in Law no 79/2014, of an ad-hoc
Table for the medicinal products (“Medicines Table”).
Anyhow, each of the Tables from | to IV enclosed to
the Consolidated Law indicates, in conclusion, as
substances to be considered as included in the same
Table, “the preparations containing the substanc-
es as of the present table, in compliance with the
tables of medicinal products”. As a consequence,

the possession, without authorization, of medicinal
preparations based on active principles listed in the
Tables of narcotic drugs, constitutes the offence as
of art. 73 of the Decree of the President of the Re-
public no. 309/1990. The Judicial Review Court of
Naples ruled accordingly, dismissing the challenge
and confirming the Public Prosecutor’s assumption.
Such charge allowed the use of longer terms of
pre-trial detention, upon consideration of a higher
punishment limit (up to 20 years for the possession
of the so called “hard” drugs);

 criminal association for the purposes of committing
the above mentioned crimes (art. 416 of the crimi-
nal code);

+ trade and administering of fault or defective medi-
cines (art. 443 criminal code): offence charged only
with respect to expired medicines found in the de-
posit of a purchaser pharmacy.

Procedural aspects: medicines traceability.

From a procedural point of view, the most relevant and,
at the same time, problematic aspect of the Operation
Pharmalab concerns the evidence of the criminal source
of the seized medicines.

The offence of receiving and handling stolen goods con-
sists in the conduct of those who purchase or anyhow
receives goods of criminal origin, in order to earn profits.
Itis a burden of the Public Prosecutor to prove theillicit
origin of the goods

With regard to the psychological element, the aware-
ness of the criminal origin is presumed, in accordance
with the case-law of the Court, when the defendant
provides no justification for the possession of the goods.
In the present case, all the medicines detected and put
under seizure were catalogued with the support of the
Pharmaceutical Department of the Local Health Au-
thority NA1 and the distribution chain was reconstruct-
ed (traceability) with the support of Office IV of the Min-
istry of Health and of AIFA.

As widely known, the Ministry of Health and AIFA estab-
lished the “Medicine Traceability Project”. Such project is
aimed at protecting the public health through the adop-
tion of a labeling system (based on numbered stickers
which identify each single package of a medicine) with
the creation of a Central Data Base. The stickers are
“read” at every passage of the distribution chain (com-
pany, wholesaler, distributor, etc.) and their position is
notified to the Central Data Base.
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A sticker is applied on each package, providing the fol-

lowing data:

e “M.A” code, that is the “identity card” of the med-
icine, as it provides the essential characteristics
which identify it;

*  “Production batch number” of the medicine, which
indicates all the packages which are part of a deter-
mined and precise manufacturing cycle performed
by a pharmaceutical company over a specified pe-
riod of time;

+ “tracking number” of the medicine, that is the pro-
gressive and unique number which identifies the sin-
gle package of the product.

In order to corroborate their illicit origin, the Local

Health Authority of Napoli 1 Center — Pharmaceutical

Area drafted a list of the medicines and pharmaceutical

products put under seizure, combining:

» for the medicines, their respective M.A, code and
“tracking number”;

+ for the other pharmaceutical products, the “EAN”
code (a bar code) and the “number of the batch” they
belong to.

On the basis of the whole data collected, the Finance
Police of the Fiumicino Group set to contact the several
pharmaceutical manufacturing companies involved, in
order to acquire copies of possible theft reports, or any
other data or piece of information useful to ascertain
the criminal origin of the medicines; among the variety
of pharmaceutical companies contacted, only a limited
number provided copies of theft reports.

It is useful to highlight that, generally speaking, in the
reports acquired the complainant (transport operator,
pharmacy or health structure, etc.) exclusively indicates
the denomination, the batch number and the quantity
or, sometimes, solely the number of the transport/ship-
ping document, without specifying the single packages
or the tracking numbers of the stolen medicines. Such
lack makes it extremely difficult to reconstruct the dis-
tribution chain of the stolen medicines as well as the
identification of the subject entitled to the restitution.

Criticalities and operational proposals.

The analysis of the Pharmalab case highlights criticali-
ties both on the substantial and the procedural aspects.

Firstly, clearly arises the inadequacy of the legal
framework in force to tackle such a relevant phenom-
enon; the charge of common offences such as receiving
and handling of stolen goods appears to be actually re-

ductive, upon consideration of the high dangerousness
of the criminal conducts for the public health, particu-
larly considering that the involved medicines are rein-
troduced on the market after being stored for a variable
(and anyhow uncertain) period of time and in violation
of the related provisions on their conservation.

Inthat regard, it is interesting to note that, had the con-
duct been detected in a subsequent phase of the “iter
criminis”, it would have been possible to charge the of-
fence of receiving and handling of stolen goods laid by
art. 648 bis of the criminal code (common crime against
property subject to subject to a term of imprisonment
ranging from four to twelve years and to a fine from
€ 5.000 to € 25.000), constituting the arrangement of
false accounting documentation an operation aimed
at hindering the identification of the criminal origin of
the medicines.

The charging of the special offence laid by art. 73 of the
D.P.R. no. 309/1990, undoubtedly more significant also
upon consideration of the penalty that may be inflicted,
is limited only to medicines containing narcotic or psy-
chotropic active principles and, anyhow, is provided to
protect a different legal good.

Secondly, the current medicines tracking system ap-
pears improvable, in the extent that it does not, or not
always, allow to identify the subjects entitled to the
restitution, with relevant consequences both for evi-
dentiary purposes (as the demonstration of the criminal
origin, required by the offence of receiving and handling
stolen goods, may be reached only upon deduction) and
for the handling of the seized goods.

It may be additionally underlined the issue of the frag-
mentation of the proceedings related to counterfeiting
and/or handling of stolen goods before different Italian
Judicial Authorities: the exchange of information be-
tween the police authorities and the Public Prosecutors
Offices merely still relies on the willingness of each of-
fice. In that regard, it should be noted that art. 371 of
the criminal procedure code, governing the relations
between the different offices of the Public Prosecutor,
provides for the possibility of coordination and connec-
tion in the investigations; such task is assigned to (and
guaranteed by) the National Anti-mafia and Anti-ter-
rorism Prosecutor as per the following art. 371 bis of the
criminal procedure code, limitedly to proceedings relat-
ed to mafia-type organized crimes and similar.

Finally, the catalogue of accessory sanctions that may
be applied, also in disciplinary proceedings, to those
who provide their expert contribution to the associa-



tion, practically enabling the cataloguing of the medi-
cines, the esteem of their value, their re-entry into the
distribution chain, turned out to be incongruous (in the
present case, the communication arose from a sponta-
neous initiative of the Order of Pharmacists of Saler-
no); the enforcing of the detention measure led to the
suspension of the suspect from the mentioned Order.
Nothwithstanding, the sanction was revoked soon as
the detention measure was replaced by a less afflictive
one, though the criminal proceedings upon the subject
were still pending.

On the basis of above mentioned considerations, the
introduction of an ad-hoc offence case or, at least, an
aggravating circumstance with specific effects for of-
fences against the property, whether concerning med-
icines or anyhow products whose sale is subject to au-
thorization, appears desirable.

Moreover: accessory sanctions against professionals
who, at any level, contribute in the crime, should be in-
troduced. In parallel, it would be useful to envisage the
possibility, or even an obligation, for Public Prosecutor
Offices, to notify to the professional orders the files of
the proceedings, soon as they can be exhibited

Consideration could be given, as well, to the possibility
to notify to AIFA the files related to proceedings con-
cerning counterfeiting and/or illicit traffic of medicines,
soon as they can be exhibited; the Agency could, thus,
inform the different Public Prosecutor offices about the
simultaneously pending proceedings against the same
or anyhow connected subjects, so stimulating a coordi-
nation in the investigations or, however, a better com-
prehension of the criminal phenomenon.

The medicines traceability system may be further rein-
forced and increased also by extending to all the inter-
mediate operators of the distribution chain the burden
of cataloguing the single stocks of medicines which are
object of subsequent commercial transactions. At the
same time, pharmaceutical companies could be invit-
ed to manufacture smaller batches or to better inforce
traceability when dealing with big batches.

Finally, differentiating the packaging of hospital med-
icines in order to make their marketing and retail more
difficult, stimulating an extensive control.
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The future safety features framework and its impact
Regulation on the delegated acts

Belén Escribano Romero, AEMPS

In this presentation the main elements of the EU regulation about the future safety features system will be explained. The types,
its characteristics, the new obligations for stakeholders and the description of the main issues of repositories system will be

described.

A proposal of the timelines for the different tasks to be developed by the entities responsible for the repository system, till
February 2019, as well as the changes that the system will bring for all stakeholders as well as for competent authorities will
be also commented. Implementing the new system is challenging for all and will result in a better protection against falsified

medicinal products.

Falsified medicinal products are an important global
threat to public health. Due to the increase of cases of
falsified products introduced in the European Union le-
gal supply chain, Directive 2011/62/EU’ set out different
measures to protect public health from the falsification
of medicines.

One of the major aspects introduced by this Directive
are the safety features that included on the outer pack-
aging of the medicines, will allow the verification of the
authenticity, identity of individual packs as well as the
absence of tampering.

These safety features should be borne by all medicinal
products subject to prescription unless they have low
falsification risk, and so they are included in a list and
only by medicinal products without prescription with
high risk of falsification, that are included in another
list. Also there is a possibility for Member States to ex-
tend the scope of the unique identifier for the purposes
of reimbursement or pharmacovigilance. For the antita-
mpering device, its scope might also be extended for the
purpose of patient safety

The establishment of a repository system to allow these
verifications was also included in the Directive. This sys-
tem will have extensive information about the medic-
inal products supply chain in the European Union that
may be useful for other purposes beyond the verifica-
tion of the unique identifiers: that is why, in the Direc-
tive, the option for competent authorities to use the
information of the repository for the purposes of reim-
bursement, pharmacovigilance or pharmacoepidemiol-
ogy was incorporated.

This Directive delegated in the European Commission
the adoption of a regulation in accordance with the Eu-
ropean Union Treaty, concerning detailed aspects of the
safety features, that was published last year: Delegated

Regulation 2016/161?, that will be applied from the 9th
of February de 2019 in all the Member States, except in
Italy, Greece and Belgium that may use an extension pe-
riod of 6 years due to the fact that they already had a
safety features system in place, in 2011.

These detailed aspects include the characteristics of the
unique identifier that will correspond with only one sin-
gle pack of a medicinal product. Its components are a
product code (allowing the identification of the medic-
inal product), a serial number (a sequence of maximum
20 characters), a national reimbursement number, if
required by the Member State where the product is in-
tended to be placed on the market, as well as the batch
number and the expiry date.

This information of the unique identifier will be included
in a two-dimensional barcode and will also be printed
on the package.

An example of a unique identifier, with no real data,
could be the following:

This system will be an “end to end” verification one.
Safety features will be checked before the medicinal
product is released for sale and then by the entity dis-
pensing it to the patients. Nevertheless some verifica-
tions are also to be performed at wholesalers’ level.

So the manufacturers, distributors, in some cases, and
suppliers to the public will verify the authenticity of
the unique identifier, by checking it with the data in the



repository as well as the integrity of the antitamper-
ing device.

For wholesalers, the risk-based verifications estab-

lished, must take place when the product:

 is not directly supplied by the manufacturer or the
marketing authorization holder

+ is returned by another wholesale distributor or a
supplier to the public

The repository system will store the information of the
unique identifiers and allow the verification/decom-
missioning of them at any point of the supply chain. It
will be established and managed by stakeholders and
will be supervised by the competent authorities, this is a
new approach different for the current systems in place
in other countries.

It will consist of a central information and data rout-
er (‘hub’) and national or supranational repositories all
connected to it.

The system has to ensure also the detection of potential
incidents of falsification, the interoperability among re-
positories, data protection and virtually instantaneous
response: 300 ms.

Some of the characteristics of the future system are in-
cluded in the figure below.

Notes

1  Directive 2011/62/EU of the European Parliament and of the Council of 8
June 2011 amending Directive 2001/83/EC on the Community code relating to
medicinal products for human use, as regards the prevention of the entry into

the legal supply chain of falsified medicinal products

Till February 2019 there is a lot of work to be done by all
the agents in the supply chain, as well as for the entities
responsible for the different repository systems, that
must get ready to comply with their obligations.

Itis planned that national repositories will be set up dur-
ing 2017 so that then in 2018 on boarding tests of users
as well as the training may take place so that everything
is prepared for the big day: Saturday 9th February 2019.

It is important to highlight that not all the medicinal
products in the market will bear the safety features at
that moment. It is possible to release for sale medicinal
products without them till the 8" of February 2019. So a
transitional period of several years is envisaged where
medicinal products with and without safety features
will coexist in the market.

Some potential critical issues are:

« Adequate connection with the IT systems of hun-
dreds of thousands of, only, legitimate users through
the European Union.

« System response time (less than 300 ms): essential
for not collapsing the dispensing system.

 Security of the system and data protection as it will
contain lots of commercially sensitive information.

The implementation of the safety features system is
demanding important efforts from all actors in the
supply chain, as well as competent authorities, that will
result in a better protection against falsified medici-
nal products.

2 Commission Delegated Regulation (EU) 2016/161 of 2 October 2015
supplementing Directive 2001/83/EC of the European Parliament and of the
Council by laying down detailed rules for the safety features appearing on the

packaging of medicinal products for human use
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Sale of medicines online
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The purchase of medicines online
The results of the 2016 survey in UK, Italy, Spain and Portugal

Claudio Barbaranelli, University of Rome “Sapienza”

Online survey of “Fakeshare 1I” project has been con-
ducted for investigating behavioural and psychological
factors linked to online purchasing of medicines. The
aims of the survey were twofold: to assess the preva-
lence of purchasing of pharmaceutical products online
in four European Countries: Italy, Spain, Portugal, UK; to
investigate the impact of different psychological and
socio-demographic variables on the Future Intention of
Purchasing pharmaceutical products online. Data were
collected on about 1.000 participants for each countries
between fall of 2015 and early 2016. While there is a sub-
stantial awareness of the possibility of purchasing med-
icines online, there is a much lower awareness of the
initiatives and events aimed at raising public awareness
on the risks of buying medicines online.

B Faeshare ()
- Fakeshare Il
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Awareness of initiatives and events aimed at raising
public awareness on the risks of buying medicines online

Percentage of respondents who purchased medicines
online varied from 9% (Spain) to 26% (Italy). When the
prevalence of the purchase of medicines online was
weighted by the rate of ecommerce prevalence (2015,
Eurostat), rates ranged from about 4% (Spain) to about
18% (UK). In all four countries the medicines purchased
online are those for weight loss, for curing flue, and for
quitting smoking. The percentage related to medicines
for erectile dysfunction is marginal in Spain and Por-
tugal, but higher in Italy and UK. Buy medicines online
through contacts via social network (mainly Facebook)
is a habit limited to a percentage ranging from about
1% (Spain) to 3.5% (Italy). Positive attitude toward pur-
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Attitude toward purchasing medicines online

chasing medicines online is stable (Spain) or increasing
(Italy, Portugal). Purchasing medicines online is still a
behaviour that is generally non-approved by signifi-
cant others. The perception of this behaviour as safe for
health substantially increased from Fakeshare (1) survey
to Fakeshare Il survey. However the likelihood of a fu-
ture purchase (although increasing) is still substantially
low (ranging from about 6% of Portugal to about 13% of
Italy). Regression analyses revealed that the best pre-
dictors of future purchase intention are approval from
others (subjective norm), past purchase behaviour, per-
ception of the behaviour as safe for health, and positive
attitude toward the purchase. Further regression analy-
ses investigated the beliefs on which attitudes and per-
ception of safety are based. Results revealed that: a) the
more the purchase is perceived as economically conven-
ient and practically useful; b) the lower is the perceived
quality of the products purchased online; the more pos-
itive is the attitude and the higher is the perception of
the purchase as a safe behaviour.

In conclusion, purchasing pharmaceutical products on-
line is a behaviour mainly guided by rational beliefs that
can be changed, not by impulsive tendencies that are
largely irrational. For reducing this behaviour aware-
ness of its risk must be increased with communication
campaigns on different media (the web, TV, smart-
phones, newspapers, wallpapers). In particular, approv-
al of others, attitude and perception of safety are the
most important variables in explaining online purchase,
to be influenced with communication campaigns aimed
at reducing future purchase. Communicating that on-
line purchased medicines can be dangerous for health
and economically unwise may lower the perception of
this behaviour as safe, and lead to a negative attitude
toward it, and to the expectation that it will not be ap-
proved by relevant others.

3, - Fakeshare (1)
- Fakeshare Il

How much safe for your health do you consider
purchasing medicines online? (Safety Perception)



Evolution of the sale at the distance
after the introduction of the Common Logo

Giampiero Camera, Italian MoH

The Italian Ministry of Health made available on its of-
ficial website the guidelines on how to apply for the au-
thorisation to sell medicines online.

Under the current legislation, online selling of medicines
requiring medical prescription is forbidden in Italy. Only
medicines that do not require medical prescription (the
so-called SOP, acronym of the Italian “Senza Obbligo di
Prescrizione”) can be sold online. This category includes
the so-called OTC (over the counter).’

OTCs must bear an identification code that let the cus-
tomers identify them. Moreover, the external package
of both OTCs and SOPs must display the statement
“Medicine without prescription”.

All the OTCs and SOPs must be marked with the follow-
ingidentification sticker, printed or glued

in a prominent position on all packages

(through this label, the consumer can

easily identify the type of the medicinal

product exposed on the counter).

Only pharmacies and shops, like drugstores and “health
corner” of large retailers (provided by art. 5, subpar-
agraph 1, of Decree Law n. 223 dated 4 July 2006), and
already authorised to sell medicines in the territory can
be authorised to sell online. By contrast, wholesalers are
not allowed to sell online.?

Violation of the above mentioned legal requirements
constitutes a case of illegal sale of medicines outside of
authorized channels.?

In Italy, the authorization for selling medicines on the

internet is issued by Region or Autonomous Province, or

by competent authorities identified by the Region or the

Autonomous Province. A prior notification of the fol-

lowing information (to be promptly modified in case of

variations) is needed:

+ name, VAT number and full address of logistics site;

+ starting date of the sale at a distance to the public of
medicinal products through the internet;

 address of the website used for that purpose and any
information needed for the identification of the site.

Once the authorisation is obtained (since the online
selling is forbidden before the registration in the list

of authorized entities), the owner of the pharmacy/re-
tail must:

i) registrer in the list of authorized entities that can sell
medicines via the internet, by completing the online ap-
plication form.

i) acquire digital copy of the national identification logo
(Decree of General manager of medical devices and
pharmaceutical services, published in Official gazette
of July 6th 2015). The national logo shall be necessarily
prominently displayed on every page of the website of
the pharmacy or retail, and shall be linked to the cor-
responding pharmacy/retail’s entry on the Ministry of
Health website.

Once the application form is compiled, it must be sent
by email to the address dgfdm@postacert.sanita.it, at-
taching a copy of the identification document of the
owner and a copy of the authorisation for the sale via
the internet released by the competent authority.

The Ministry of Health shall verify the accuracy of the
data acquired and then, in case of positive outcome,
shall register the applicant in the list of authorised enti-
ties for the sale of medicines via the internet. The Minis-
try also send to the authorised pharmacy or retail - via
certified email - a digital non-transferable copy of the
national logo with the hyperlink to the list of the au-
thorised entities for the sale of medicines via the inter-
net, that has to be linked to the logo itself when inserted
in the website. The authorised entities are required to
report, within thirty days, any change in the conditions
which allowed the granting, failing which the revocation
of the authorisation.

The national identification logo*
must be displayed, clearly visible,
on each page of the website of
the pharmacy/retail on which the
medicines are sold. To avoid pos-
sible misunderstandings, the logo
shall not be displayed on pages selling products other
than medicines without prescription (such as medical
devices, food supplements, cosmetics, etc.).

The Common Logo is copyrighted, that means that the
use of it does not confer any intellectual property or
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other proprietary right on the same (as per Decree of
General manager of medical devices and pharmaceuti-
cal services, dated 6 July 2015). The applicant is allowed
to use it only for the purposes provided by law. The au-
thorised subjects who received the logo are personally
responsible for any violation related to improper use
as per the legislation in force (see Legislative Decree n.
219 dated 24 April 2006, art. 112-quater) and thus are
subject, in the case of violations, to administrative and
criminal sanctions.

The “Common Logo” - used for all the e-pharmacies of
the European Union which operates legally - is a reg-
istered trademark® characterised by specific graphical
and verbal elements (“Composite Mark”), which allows
also the identification of the Member State in which is
based the entity that sells at the distance to the public.

The presence of the national identification logo on the
website of an e-pharmacy has the aim to guarantee the
legality of the purchase and the safety (quality) of the
products offered, since every step of the distribution
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chain is strictly controlled, in order to guarantee both
the seller and, most of all, the user-consumer.

In this regard it’s easy to verify the reliability of the in-
formation given on the website: it’s sufficient to click on
the logo to be automatically redirected to the website of
the Ministry of Health, where it is possible to verify that
the online seller is registered in the list of the author-
ised retailers.®

It should be noted that the Ministry of Health has re-
peatedly drawn attention to the importance of respect-
ing professional duties and to criminal sanctions as per
art. 147, subparagraphs 4-bis and 4-ter of Legislative
Decree n. 219/2006, involving serious consequences
for transgressors.’

At the same time, the Ministry of Health - supported by
the NAS - Comando dei Carabinieri per la Tutela della
Salute - may, for justified reasons and also on an urgent
basis, order cessation of the illegal trade practices con-
cerning the sale of medicines online.
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Italian pharmacies/drugstores authorised to the sale online. Update October 2016.

Notes

1  The Over The Counter medicines are self-medication drugs, that don’t
need a medical prescription for the purchase. These medicines can be freely
purchased in pharmacy, drugstores and in the appropriate retail spaces with-
in stores and supermarkets. The OTC are a sub-category of the so-called SOP
(without prescription medicines). OTC medicines can be advertised while SOP
can’t. For this reason, the OTCs may be exposed on the counter of the phar-
macy, while SOPs are accessible to citizens only through pharmacists. Both
OTCs and SOPs belongs to group C, namely medicines to be paid entirely by
patients. They can be chosen by the citizens, recommended by pharmacists
or by family doctor. It should be noted that their use is not risk free: a misuse,

in fact, may cause undesirable and harmful effects.

2 The pharmacist, or the cooperative of pharmacists, that own also an
authorisation to the distribution, can sell online to the public only SOPs pur-
chased by the pharmacy of which he’s holder and by means of its unique code,
therefore aimed to the sale to the public, and only under the authorisation
of the pharmacy, and therefore intended for sale to the public, stored in the
pharmacy warehouse. The pharmacist is the only responsible for the sale of
medicines and must verify, as professional obligation, the integrity of the
medicines he/she sells, and for the proper storage of the medicine, for ver-
ifying the correspondence between the ordered and shipped. The pharma-
cist must take charge of the medicines, by taking possession of them before

shipping them to the client. The distributor’s failure to comply with the above



mentioned obligations leads to the violation of Art. 104, subparagraph 1, let-
ter c of Legislative Decree 219/2006, with the consequent application of the
administrative sanction as per art. 148, subparagraph 13, without prejudice to
the criminal penalties that may apply.

3 Any conduct, on the part of a pharmacy or shop’s holder selling med-
icines ex art. 5 L.D. 223/2006, which infringes current legal provisions, leads
to the violation of Art. 122 of Royal Decree 1265/1934, while subjects other
than pharmacies and shops, that sell medicines on the internet as per art. 5,
are punished in accordance with Art. 147, subparagraph 4-ter. The sale on the
internet of SOP medicines without the specific authorisation which allows to
sell through a specific website is a conduct punishable under the abovemen-
tioned art. 122, subparagraph 4. Measures provided in paragraphs 3, 4 and 6
of art. 142-quinques of L.D. 219/2006 still stand.

4  The use of the Common Logo for the e-pharmacies was introduced by
Directive 2011/62/EU, that modified Directive 2001/83/EC dated 6 November
2001, on the Community code relating to medicinal products for human use,
directive transposed in Italy with Legislative Decree n. 17 dated 19 February
2014, that modified the Legislative Degree n. 219 dated 24 April 2006.

5  The TradeMark has been added in Annex to the Implementing Regula-
tion (EU) n. 699/2014 of the Commission and was licensed to Italy with the
Licence Agreement Online Pharmacies logo, signed between EU and Italy on
March 4th 2015.

6  With reference to the legal obligations related to the logo, it should be
noted that the provision expressly prohibits: a) to rent, to lease, to assign or
to transfer the rights related to the Common Logo and to the national iden-
tification logo, to third parties; b) to modify the layout of the Common Logo
or the national logo, as well as to create, to develop and/or to use derivations
or variations based on any part thereof, with the exception of proportion-
ally increase or decrease the size of the national logo; c) the development
and the acquisition of any right of registered trademark associated with the
institutional logo of the European Commission, the European emblem, the
national identification logo and each derivation of the same, such as any na-
tional, European or international registered trademarks, corporate images,
trade name, service marks, symbols, slogans, emblems, logos, designs that
incorporate, fully or partially, the national identification logo; d) to combine
the national identification logo or any part thereof with any other object that
may mislead third parties in relation to the meaning and appearance of the
logo itself; ) to use the national identification logo for activities that are be-
yond the scope established by Legislative Decree n. 219 dated 24 April 2006.

7 Inparticular, the law sets up to one year’s imprisonement and a fine of
two thousand to ten thousand euro, for those who sell on the internet medic-
inal products requiring medical prescription; imprisonment from six months
to two years and a fine of three thousand to eighteen thousand euro for those

who sells medicinal products without any authorisation.

Belén Escribano Romero, Ana Fernandez Muelas and Rocio Garcia Rodriguez, AEMPS

Only non-prescription medicinal products may be sold online and only by authorised pharmacies that have notified their activ-
ity through an electronic tool developed for this purpose. Those pharmacies are listed and display the Common Logo.

During this first year 315 pharmacies have been listed. There is a supervision of the listed pharmacies as well as the illegal use of
the logo by competent authorities. Nevertheless the main fact to highlight with regard to illegal sales during the last months is
the increase of advertisements in online marketplaces. The cooperation of hosting services providers has been essential for the

success of AEMPS activities.

The need to raise awareness about illegal sales over internet continues to be a challenge and a priority for AEMPS.

Due to the deep changes in the media and specifically in
the internet as a vehicle for the transmission and inter-
change of any kind of information, as well as a mean for
buying and selling any kind of products, it has been nec-
essary to establish a legislative framework both at Euro-
pean and national level that contains the requirements
needed to offer medicinal products for sale at a distance
and in which the special characteristics of the products
and the possible consequences of this kind of sales on
the citizens health have been taken into account.

In Spain the regulation of distant sales, in addition to the

EU provisions some specific characteristics, addressed

to increase patient protection, have been included:

« Only the sale of non-prescription medicines is
allowed

» The sale over the internet is only permitted to listed
pharmacies displaying the Common Logo

» Thesale has to be direct from the pharmacy, with the
intervention of a pharmacist responsible for the dis-
pensation and without intermediaries

+ Itis not allowed to give out presents, prizes, bonus
or similar actions as means of promotion of distant
sales

» The pharmacist should assess the appropriateness of
the dispensation, especially when facing orders that
exceed the amounts normally used in treatments

» Thetransport of the medicines is under the responsi-
bility of the pharmacy

» The returned medicines should always be destroyed

» AEMPS may establish limitations for the distant sale
of certain medicinal products with potential misuse,
but this hasn’t been done yet

Since the 1st of July 2015 any authorized pharmacy in
Spain may send a notification of their intention of sell-
ing at a distance medicinal products through an elec-
tronic application developed by AEMPS for this purpose.
This notification must be accompanied with some sup-
porting information.
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The process to get the Common Logo has 3 steps:

Notification Checking and Validation Appr.oval
stages and listed
[ o o
AR
uy. K I
*‘ A Haga cli; _aqui
; B eate it web
Yo 4 es legal
Pharmacy Regional Regional
Authorities Authorities

+ The pharmacy sends the following documents to the
regional authorities that are the competent authori-
ty for pharmacy authorisations:

- Details of the pharmacy,

- Address of the pharmacy

- Starting date of the activity (notification must
take place 15 days before)

- Website address

- Procedures for the delivery on the medici-
nal products.

- Declaration of the website’s responsible person

* The regional authorities assess the submitted doc-
uments and, if needed, ask for clarifications/addi-
tional information.

« When the process results in a favourable opinion, the
pharmacy receives an the sniplet, including an url
linkage unique for each pharmacy listed, that when
inserted into the pharmacy website will make the
image of the Common Logo will appear on it, and the
pharmacy will included in the public list

During this first year 315 pharmacies were listed out of
21.800 authorised pharmacies in Spain. The percentage
of pharmacies involved in this new activity seems to be
lower than in other MMSS.

There is a periodic supervision in place for the content of
the websites of listed pharmacies as well as for the po-
tential illegal use of the logo by competent authorities.

Listed pharmacies websites content is supervised pe-
riodically and in some cases substantial changes with
respect to the information submitted to the competent
authorities, as part of the notification procedure, have
been identified.

About the potential illegal use of the logo, only in two
cases an image of the Common Logo has been found,
but in this cases the images were not intended to work
as the EU Common Logo, connecting with the websites
of the responsible authorities, nor the websites were

intending to sell legally medicinal products under the
Common Logo seal.

Also some new issues have arisen from this new activity
and transport is one of them.

Transport companies contracted by pharmacies do not
have proper documentation warranting the adequate
transportation and in all the notifications sent by phar-
macies, prior to begin this sale activity, the informa-
tion presented non-compliances. Specially appropriate
transportation <25°C remains a problem.

Nevertheless the main risk for our patients comes from
illegal websites: AEMPS has been very active in this field,
asitis visible in the following table.
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Websites investigated and procedures initiated

For these actions 3 kinds of procedures to prosecute

these illegal activities are followed:

« Procedures to require that the owner of a website
stops selling illegally medicines over the internet.

+ Procedures to request the collaboration of hosting
internet services providers; for instance: blogs, on-
line marketplaces or classified advertising websites
which are selling medicines.

« Procedures to require the collaboration of internet
service providers that facilitate access to a commu-
nication network.

These services providers are required by the EU, as well
by national, legislation to perform the necessary actions
to block any illegal activity once they are aware of it.
So AEMPS contacts them in order to inform them about
the detected illegal websites, blogs... and is obtaining a
quick answer and the pertinent actions are put in place
by them. This successful cooperation with internet ser-
vice providers has been crucial for AEMPS developing
effective actions in this field

During the last months the main fact to highlight with
regard to these actions against illegal sales is the in-
crease of person to person medicines sale advertise-



ments in online marketplaces. More than 600 hundred
advertisements have been investigated and withdrawn
both for human (329) and veterinary (278) medicinal
products.

This high increase motivated the issuance of a pub-
lic note by AEMPS explaining the risks of these prac-
tices,  link:  https://www.aemps.gob.es/informa/
notasinformativas/medicamentosUsoHumano/medI-
legales/2016/1CM_MI_02-2016-compraventa-particu-
lares.htm

A couple of final thoughts:

+ This new kind of sales from legal websites with the
Common Logo has been operating in Spain just 15

Vania Serapicos, INFARMED

months, since July 2015. So there is still no studies
about its impact on general sales or on their accept-
ance from the public. Spanish Competent Authorities
are supervising the websites showing the Common
Logo and no illegal use of it has been detected till
now. Nevertheless there is a special concern about
the transport of medicinal products from pharma-
cies to patients.

+ The effective prosecution of illegal websites remains
a challenge because of the high number of potential
targets as well as for the new kind of sales that con-
tinuously arise, as person to person sales. In this sce-
nario the need to raising awareness about the risk of
illegal sales over internet continues to be a challenge
and a priority for AEMPS.

The Portuguese reality regarding the implementation of the Common Logo: which entities can sell medicines at a distance, the
total number of authorized online medicine sellers, the scale of acceptance of the mechanism, as well as the rules that must be

complied with by the market players regarding this matter.

In Portugal, only pharmacies and non-prescription
medicine retailers can sell medicines to the public.

Pharmacies can only operate after INFARMED, I.P. is-
sues an authorization permitting its opening, and all
non-prescription medicine retailers have to be regis-
tered in INFARMED, I.P. This circumstance allows total
control and knowledge regarding the entities that can
sell medicines to the public, which permits a more ca-
pable supervision over the whole medicine chain, by our
Authority, including the legal online medicines sales.

At this moment Portugal has 2806 authorized pharma-
cies and 1106 registered non-prescription retailers.

Even before the Common Logo legislation being intro-
duced by the European Directive 2011/62/EU in 2011,
Portugal had already implemented a system that al-
lowed pharmacies and medicine retailers to sell through
the internet, phone or home deliver medicines to
the patients.

However, those activities came with some conditions:
pharmacies could only sell and deliver medicines within
their municipality region and connected regions (be-
cause they are authorized based on a population distri-
bution criteria); all establishments had to communicate
to INFARMED, I.P that activity before starting to pur-
sue it; medicine transport had to comply with the good
distribution practices rules stated in regulations; med-
icines had to be handed out by a pharmacy personnel
and allinformation regarding the safe use of medication

must be given to patients. It is not allowed to send med-
icines by courier.

To this date 489 pharmacies and only 18 medicine retail-
ers can sell medicines through the internet.

This status quo was not changed by the introduction
in Portuguese legislation of the possibility of selling
medicines to other Member States, in 2013. This new
set of rules just added another business opportunity
to pharmacies and retailers, by expanding their poten-
tial market.

If a pharmacy or retailer wants to sell medicines to a
cross-border client has to display the Common Logo on
its website, in this case, it has to address to INFARMED,
I.P. a request for the Common Logo. To date, no Phar-
macy or Non Prescription Medicine Retailer store
made this request.

This leads us to conclude that Portuguese pharmacies
and Non Prescription Retail stores are only selling online
to local customers. This might happen because the cost
involved in complying with the regulations, by acquiring
medicines with a market authorization on the destina-
tion countries and by transporting the medicines in a
way that meets the terms set in the Portuguese legisla-
tion (that doesn’t allow medicines to be sent by courier)
are too immense to find this activity interesting, profit-
able and viable.
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Nonetheless all the information about the Common
Logo is displayed permanently in INFARMED, I.P. web-
site and all the pharmacies and medicine retailers were
informed about the new regulation by a letter sent to
them on July 1%, 2015.

Even if the Common Logo isn’t still practically imple-
mented in Portugal, INFARMED, I.P. realizes that it’s

Lynda Scammell, MHRA

of the most utterly importance to continue to monitor
all websites, investigate websites with false logos and
prosecute the responsibles for those websites and to
inform patients and all those involved in the legal med-
icines e-commerce about the regulation and the best
way to safely purchase medicines online.

Avast array of medicines is available from tens of thousands of websites and can be ordered in one click. But all is not what it
seems, many offer prescription medicines without requiring a prescription and the products dispatched are unlicensed or fal-
sified medicines. But this is not the end of the story, websites that have been awarded Logos go on to offer products that they
cannot sell. A monitoring system needs to be put in place to maintain a safe online environment.

The internet is a fantastic thing!

You can obtain information, book holidays and tickets
and purchase almost anything you want. The internet
offers access to thousands / millions of websites offer-
ing a vast array of products which can be purchased at
the click of your mouse. But it does have a sinister side,
you can buy medicines - so are not licensed for use in
the European Union, some are prescription only medi-
cines but are offered without a prescription and, often,
no involvement of a doctor or medical professional.
Buying medicines online also increases your chances of
receiving a falsified medicine or a counterfeit medical
device. Therefore, the online sales of medical products
can be risky - it brings a threat to patients and wider
public health.

The EU Common Logo system - is it the
solution?

The Falsified Medicines Directive (EC 62/ 2011) intro-
duced new legal requirements applying to the retail sale
and supply of medicine. The European Common Logo
scheme applies to all sellers of all categories of med-
icines “at a distance”. In the UK, there are 3 categories
of medicines:

« Prescription only (POM) - the UK allows the online
sale and supply of POMS provided all other provi-
sions in legal requirements are met.

« Pharmacyonly (P) - can only be dispensed by a phar-
macist, or under the direct supervision of a pharma-
cist, at a registered pharmacy premises.

+ General Sales List (GSL) - can be sold in other re-
tail establishments such as supermarket chains and
online trading platforms such as Amazon and E-bay.

The MHRA has registered nearly 600 suppliers.

Is this the end of the problem?

Although the logo is of great assistance to both regula-
tors and the public, it is not a complete solution. From
a regulators perspective, it is easier to identify illegal-
ly trading websites and take enforcement action. For
members of the public, looking for site that displays the
logo offers some guarantee that the medicines offered
are coming from a safe and secure source. The MHRA
has found websites that, after being granted the Dis-
tance Selling Logo, start to offer medicines that they
are not allowed to sell - for example, prescription med-
icines from a non-pharmacy premises, unauthorised
medicines being advertised and offered for sale and
veterinary medicines on offer (the logo scheme is for
human medicines only.) All of these issues require fur-
ther investigation.

Further monitoring is required.

This brings us to the conclusion that the responsible
authorities in the MS need to operate post registration
checks to monitor compliance. This does require re-
sources but otherwise non-compliance with the condi-
tions puts the integrity of the logo scheme at risk.

Also, Regulatory Authorities should consider removing
the Logo if a site breaches the requirements for the pro-
vision of the Logo.

The online list of suppliers must be kept up-to-date and
a check can be made on an individual seller.



Conclusion

My “take home” message is — there is never an end to
the story in a rapidly changing world. Technological ad-

Paul Brewer, MHRA

vances mean more access to consumers and we have to
respond to the challenges that this brings to the health
and safety of our citizens.

UK FakeMeds Campaign

The campaign was designed to educate consumers
about the safest way to buy medicines and medical
devices online, as well as encouraging them not to buy
from unsafe and unregistered online sources. We want
to raise awareness of some of the risks of buying falsi-
fied and non-compliant medicines and medical devices,
and in our efforts to tackle this issue generate feedback
on criminal activity and adverse reactions. With the in-
troduction of the FMD we are using simple signposting
methods such as the CE mark and the EU Common Logo

What are the basic elements of the
campaign?

We planned to run the activity in a number of stages,
firstly a pilot wave targeting slimming pills which was
launched in August 2016, using unpaid activity promot-
ing messaging through digital and partnership chan-
nels, followed by a fully integrated campaign which will
be implemented in 2017 and which will introduce new
products and paid media. The pilot enables us to test
impact, engagement, and content for future activity.
In addition, the focus on digital allows us to introduce
‘in-campaign’ improvements as we develop the cam-
paign. We are treating this pilot phase as an opportunity
to test our messaging to the public and tackle different
angles of the issue to learn and refine our offering, en-
suring that we are taking the right approach to achieve
our communications objectives. It is important to stress
that slimming pills are the first wave in campaign tar-
geting of medicines and medical devices. We chose to
launch with them because of seasonal prevalence of
product purchase, risk to the public of these products
when falsified, and the fact that we know much more
about them and the attitudes/behaviours in consumers
towards these products. Currently we are not spending
any budget on paid-for advertising, but we have invest-
ed in quantitative and qualitative research to improve
our customer insight and inform our creative approach.
This has enabled us to develop all the necessary creative
assets and materials in-house at MHRA. The campaign
priority has been to look at what works - this has meant
moving to a different tone from our traditional gov-

ernment campaigns messaging, based around our con-
sumer insight. FakeMeds uses humour to gain attention
in the context of the digital and social media channels
where messaging is delivered and then to communicate
the serious nature of potential health risks and side
effects. When we move to a fully integrated campaign
we will introduce product waves focused on particular
product categories and consumer audiences includ-
ing users of condoms, dental equipment and sexually
transferred infections, (STI’s) self-test kits. We have not
confirmed our paid media approach yet, but it is likely to
include digital advertising and some out of home mate-
rialin relevant environments. We will be clearer once we
know from this pilot wave what works and has the most
impact on our audience

What were the objectives of the Slimming
Pills Pilot Campaign?

To deliver our pilot campaign we identified a number
of campaign specific objectives: Raise awareness in 18-
30 year olds in UK of potential falsification of products
sold online for slimming, enable 18-30 year olds in UK
to identify falsified product retailers online, signpost
18-30 year olds in the UK to legitimate online medical
product retailers, and increase reports made in relation
to unlicensed or inauthentic websites or products pur-
chased that are suspected to be falsified

How did we connect with our audience?

Through a series of targeted images and short vide-
os designed to stimulate “moments of doubt” about
purchasing slimming pills online amongst our audi-
ence during their digital purchase journey we aimed to
make consumers stop and consider the potential risks
and outcomes of their behaviour. Alongside the specific
activity we also used broader communications chan-
nels to seed the messages including press releases with
topline messages across relevant media, encouraging
consumers to find further information on our campaign
webpages and partner specific content to reinforce the
campaign message to our audience in a more social en-
vironment. In particular we were able to exploit a fake
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medicine storyline on the UK’s longest running TV soap
opera Coronation Street, and through encouraging de-
bate on a widely respected target audience specific BBC
radio programme. We wanted to work with relevant and
influential stakeholders and to date we have seen Twit-
ter on the #FakeMeds hashtag reach more than 100,000,
local and student press activity deliver the messages
very contextually, and as a result traffic to website ben-
efiting from the launch & Coronation Street storyline.
Other key bodies sharing relevant content included
TRAC (The Regulatory Affairs Consultancy) who shared
our content, sent a FakeMeds themed newsletter, and
published a blog and The Food Standards Agency inte-
grating with their food supplements campaign in Janu-
ary. Other important stakeholders participating includ-
ed EMA and General Pharmaceutical Council. Here are
some examples of our visual approach:

When consumers were driven to our website
what advice did they receive?

Content was direct and practical including advice and
tips on how to identify suspicious websites generally,
specific advice on purchasing medicines online, infor-
mation on how to report adverse reactions and typi-
cal side effects based on products/ingredients. To en-
sure consumer have strong confidence in the work of
the MHRA in this area we also provided information on
the agency, our role and previous enforcement work to
tackle supply e.g. Operation Pangea

What have we learnt so far?

The estimated reach of campaign in UK has been over
2 million based on a variety of channels secured, and
engagement with campaign webpages is 70.5% higher
than average webpage engagements. Our highest per-
forming content is video on Facebook, and Facebook is
generating most traffic towards campaign webpages,
demonstrating the value of social media in this audi-
ence context. Staff engagement with the campaign has
been excellent and we are seeing the positive impact the
campaign is having on the distance selling logo scheme

Editorial TV Media Exposure: In ITV's ‘Coronation Street’



The role of the Social Networks and Market Places
in the fight against pharmacrime

Delphine Dauba-Pantanacce, eBay

eBay has a long track record of successfully working with monitoring authorities and law enforcement in the area of illicit trade
with medicines in various countries. This cooperation is key for eBay in order to provide its users with a safe place to shop.

eBay is a marketplace where buyers and sellers can con-
nect in a trusted transaction. eBay does not possess or
sell any of the items offered on its marketplace but it
still expects all customers to adhere to local laws and
safety regulations.

Consumer safety is of the utmost importance to eBay,
and the company’s listing policies are designed to pro-
tect consumers first and foremost. For eBay, nothing is
more important than trust. eBay is dedicated to pro-
viding a safe and secure marketplace for its customers,
which includes making significant investments each

year to ensure its platform is the most trusted way to
shop. eBay has set up various policies including its Med-
icine and Healthcare Products policy, which provides
safety guidelines. eBay also proactively filters its site
and removes any listings that contravene its guidelines.

eBay has a long track record of successfully working
with third party authorities and law enforcement agen-
cies in the area of fake medicines in various countries.

This cooperation is key for eBay and complementary to
its policies.
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FDA pursuing illegal web pharmacies

Daniel Burke, U.S. FDA

2014 has marked yet another year of frustration in the
fight against illegal online drug sales. Yes, we have had
our successes; arrests, takedowns, seizures and con-
victions, but when | reflect upon the true magnitude of
the problem, the overwhelming ease at which criminal
organizations can call themselves “pharmacists” and in
some cases pharmacists becoming part of criminal or-
ganizations, | know we, everyone in this room today, can
do so much more.

Over the past few years, we have seen a number health
benefit plans particularly in Maine, Massachusetts and
New York turn to supposed “Canadian online pharma-
cies” to source cheaper drugs, not from Canada in most
instances, but sources in countries such as India, China,
Pakistan and Turkey. | have heard the arguments, that
the high cost of medications is driving consumers to
look for cheaper options on the internet. | get it, | am
a consumer too, | don’t want to pay more than | should
for medications found elsewhere for much cheaper and
years of free market experience tells us that competi-
tion is good for the consumer. But years of public health
experience, beginning with the snake oil salesmen of the
old west, also tells us that the manufacture and distri-
bution of pharmaceuticals must be regulated to protect
the consumer. Buying pharmaceuticals is not caveat
emptor, or buyer-beware, it is “Caveat venditor”, let the
seller beware.

The Ryan Haight Online Pharmacy Consumer Protec-
tion Act of 2008 gave the U.S. Drug Enforcement Ad-
ministration powerful tools to fight the distribution of
controlled substances on line. But perhaps even more
sinister is the growing distribution of non-controlled
pharmaceuticals that threaten the integrity of our drug
supply chain and our legislative and investigative tools
need to be strengthened in this area.

Consumers who buy any drug online have no idea the
source of that medication: in our investigations we have
received drugs from online sources that are sub or su-
per potent, counterfeit, have no active pharmaceuti-
cal ingredient, drugs tainted with poisons such as lead
and arsenic, drugs contaminated with mold, substitute
drugs, drugs that are not yet controlled but have addic-
tive qualities, drugs that are new and untested but sold
anyway, cold-chain drugs that are not stored or trans-
ported properly and stolen drugs. Consumers have no
recourse if they don’t receive the therapeutic benefit

promised and even determining this is difficult if the
person doesn’t drop dead right there.

The taxpayers of this country pay the FDA to ensure that
drugs are safe and effective for their intended use. That
the processes and facilities used to manufacture these
products are free of contamination and the supply chain
remains stable and intact. In short we are first and fore-
most a consumer protection agency. The taxpayers of
this country pay me and the very capable special agents
in our Cybercrime Investigation Unit, to bring to justice
those that place profits over public health and com-
pletely disregard, through the operation of supposed
online pharmacies, the important consumer safety mis-
sion of the FDA.

Our Center for Drug Evaluation and Research is actively
engaged in getting the word out. Through educational
programs such as the BeSafeRx Campaign and through
consumer advisories, warning letters and alerts.

Our Division of Import Operations works daily with U.S.
Customs and Border Protection to identify and seize
drugs illegally imported in to the United States through
global efforts such as Operation Pangea and Opera-
tion Safeguard.

My office, the Office of Criminal Investigations is tack-
ling this issue through the specialized work of our Cy-
bercrime Investigation Unit and we are engaged on all
fronts; We target the supporting infrastructure; from
filing an unending stream of abuse complaints to reg-
istrars that seem to cater to illegal online drug sell-
ers, to complaints to ICANN when they fail to respond.
We have investigated companies like UPS, Google and
FedEx and we are targeting the financial infrastruc-
ture that support those that profit off of the sick and
most vulnerable.

We are also focusing the bulk of our investigative re-
sources to bring to justice those that operate large on-
line drug distribution networks, most of which operate
outside of the United States. These networks are the
central operators of the estimated 30,000-50,000 ille-
gal online “pharmacy” websites active at any one time.’

The proliferation of purported “Canadian online phar-
macies” continues to be a problem in our efforts to
ensure integrity of our drug and medical device supply



chain. Some organizations, mostly from outside of the
United States, advocate for supposed Canadian online
drug sellers that completely disregard U.S. laws and
regulations. They want us to just trust them to regulate
the U.S. supply chain. They promote websites that say
they are run by “licensed Canadian pharmacists”, but
what they fail to say is that they are not operating un-
der the authority of their Provincial pharmacy license at
all.? This is even a violation of Canadian law. According to
Health Canada, “It is a violation of the Food and Drugs
Act and Food and Drug Regulations to advertise or sell,
at retail or via the internet, drugs that are not approved
for sale in Canada. This applies to all Canadian phar-
macies selling over the internet, even in cases where
the unapproved drugs do not enter Canada but are dis-
pensed by foreign pharmacies and delivered to patients
outside of Canada. Pharmacies licensed in Canada that
engage in such activity are considered to be advertising
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and selling unapproved drugs in Canada.

Many of these supposed Canadian online pharmacies
rarely distribute drugs from Canada, but hide behind a
global distribution network making it appear the drugs
are from say, the European supply chain but are often
sourced elsewhere. They sell from websites that are ei-
ther not accessible in Canada or use IP address geolo-
cation tactics to sell different medications to Canadian
residents and they offer no recourse to U.S. residents
in case of an adverse event. This is a fraud on the U.S.
consumer, our regulatory system, and the result to the
American taxpayer is the expenditure of thousands of
hours of investigative work and tens-of thousands of
U.S. taxpayer dollars as our agents attempt to unrav-
el the clandestine and unregulated supply chain when
their cheaply sourced drugs do harm to U.S consumers.

A Case

Betty Hunter was a Lung-cancer patient. In May 2011,
Ms. Hunter went to Four Winds Hematology and Oncolo-
gy in Chandler, Ariz., for an infusion of what she believed
was Avastin, a drug she had taken previously. Soon af-
ter the infusion began, Ms. Hunter started to shake, and
became nauseous and feverish. The nurse reported “pa-
tient complaining of feeling very jittery, hands shaking,
and appeared to be red in face... doctor notified and in-
fusion stopped.....patient given Benadryl”

Like Mrs. Hunter, another patient named Wanda Young
also had a bad reaction to the Avastin. The attend-
ing nurse noted in the report, “patient complaining off
shakiness in hands....Benadryl given...needle removed.

The drug Mrs. Hunter and Mrs. Young received was
stamped—Altuzan, the Turkish brand name for Avastin.
Our agents subsequently searched Four Winds Hema-
tology and Oncology, as the result of an unrelated tip.
There, we seized Altuzan vials supplied by Ozay Phar-
ma in Turkey via a company known as Richards Phar-
ma in the United Kingdom. The Altuzan was found to be
counterfeit, containing water and mold but none of the
drug’s active ingredient.

Our investigation showed Ozay Pharma sold the fake
Altuzan to Richards Pharma in 2011. When Richard Tay-
lor, owner of Richards Pharma discovered it was fake
and U.S. patients had bad reactions, he tried to send the
remaining vials back to Ozay Pharma, and they refused.
Richard Taylor then sold the remaining vials to River East
Supplies in England. * River East Supplies is a subsidi-
ary of Canada Drugs.’ River East Supplies then shipped
those same counterfeit Altuzan vials back to the U.S.
At the time, Canada Drugs U.S. supply and distribution
chain involved a myriad of subsidiaries and re-shippers
including Montana Health Care Solutions, Rockley Ven-
tures, QSP and Volunteer Distribution.$/’

When interviewed by the Wall Street Journal, employees
of Canada Drugs acknowledged shipping the fake Altu-
zan but say they weren’t aware it was counterfeit,® and,
according the fine-print disclaimer on their website, it’s
not their problem.

This past January, FDA undercover agents, working with
international partners from Germany and Europol, met
0Ozkan Semizoglu and Sabahaddin Akman, the owners of
Ozay Pharma at a hotel in Puerto Rico after they flew to
the United States from Turkey. After a lengthy meeting
with the undercover agents, Semizoglu and Akman were
arrested. Both have since pleaded guilty to charges of
smuggling misbranded and adulterated Altuzan into the
United States and are set to be sentenced on November
18th. In their plea agreements, both admitted to distrib-
uting the Altuzan contaminated with water and mold.’

Ever since the infusions of fake Altuzan in May 2011, OCl
agents have spent the past several years investigating
this complex distribution network involving a myriad of
front companies, foreign wholesalers and illegal online
pharmacies. Although our investigation is clearly still
on-going, the dogged investigative work of our dedicat-
ed special agents has led to the arrest and conviction of
14 other persons in a series of related cases.”

But Canada Drugs still sources foreign drugs through
their subsidiary Rivers East Supply. Our investigations
have shown that many of these illegal online drug sell-

33



34

ers use what they call “fulfillment centers” which make
it appear to the U.S. consumer that the drugs are from
the pharmaceutical supply chains of countries such as
the U.K, Singapore or Australia. However, many fulfill-
ment centers are simply mechanisms to circumvent
customs laws by enabling the importation of diverted
drugs for reconditioning and export. Yet another layerin
an esoteric supply chain."

Did the owners of Ozay Pharma, Four Winds Hematolo-
gy and Oncology, Richards Pharma, Rivers East Supply,
Canada Drugs or any of their subsidiaries or distributors
report these problems or any adverse reactions to the
FDA? The answer is no, they did not.

How much more of this is going on that we don’t know
about? How many of these cheaply sourced drugs are
manufactured in facilities like this? We have no idea.

There are literally thousands of illegal online pharmacy
websites that have bought off on the idea that Amer-
icans will trust an online drug merchant with a Maple
Leaf on its website. Americans simply trust our neighbor
tothenorth anditis this goodwill that is being exploited.

“Show me the bodies.” That is what | constantly hear.
“If there is such a problem with online drug sellers Dan
then show me the bodies.” Bodies? | ask. People general-
ly don’t just drop dead when they take a drug that does
not have a therapeutic benefit. Haven’t we learned from
history, from years of public health experience?” Show

Notes

1 GAO, 2013 “Internet Pharmacies: Federal Agencies and States Face
Challenges Combating Rogue Sites, Particularly Those Abroad.” http:/www.
gao.gov/assets/660/655751.pdf. See also: NACDS.org http://www.nacds.org/
Home/Tabld/107/Postld/5065/global-collaboration-key-to-protecting-pa-
tients-from-illegal-online-drug-sellers.aspx

2 Ontario College of Pharmacists v. 1724665 Ontario Inc. (Global Pharmacy
Canada)

3 Health Canada “Reminder of obligations with respect to the advertis-
ing and sale of drugs” See: http:/www.hc-sc.gc.ca/dhp-mps/compli-con-
form/info-prod/drugs-drogues/reminder-rappel_adver-pub_tc-tm-eng.php
4  U.S.Department of Justice press release announcing the guilty of Paul D.
Bottomley - District of Montana.

5  Weaver, Christopher and Jeanne Whalen “How Fake Cancer Drugs En-

tered U.S.” Wall Street Journal, July 20, 2012

me the bodies...if that is what it takes for government,
industry, the internet ecosystem, lobbyists, payment
processors, financial institutions and shipping compa-
nies, if that is what it takes, to make them understand
the public health emergency we face by the reckless
distribution of drugs online and the total disregard for
U.S. laws and the regulatory system, then please listen
to Daniel Weinstein.

On March 11, 2011, Daniel came home to find his wife
Cheryl dead from an overdose of Carisoprodol that she
purchased from the online drug seller topils.com. In
2011, Carisoprodol was not a controlled substance. As it
remains today, Carisoprodol is widely distributed on the
internet and this particular version was not approved
for use in the United States. After her death, Daniel was
harassed by telephone calls asking Cheryl to buy more;
her inbox contained hundreds of emails offering her
drugs of all kinds. Cheryl was a wife, mother, sister and
friend to many and her family selflessly gave me per-
mission to play this for you today in the hope that you
will understand their absolute grief and frustration and
that we, all of us in this room today, can stop talking
about the problem and is some cases, stop being part of
the problem, and do something about it.

Caveat venditor, let the seller beware, | am here to let
the seller beware that FDA will continue this fight and
we will continue to seek justice for victims like Cheryl
Weinstein, Wanda Young and Betty Hunter.

6  Whalen, Jeanne, “Turkish Drug Exporter Ozay Draws U.S. Scrutiny”, Wall
Street Journal, April 7, 2014

7  U.S.Department of Justice press release announcing the guilty of Paul D.
Bottomley - District of Montana.

8  Whalen, Jeanne , “U.S. Sentences British Citizen for Distributing Fake
Avastin”, Wall Street Journal, July 11, 2013

9  Plea Agreement of Sabahaddin Akman, U.S. District Court, Eastern Dis-
trict of Missouri. Case: 4:14-cr-00003-AGF.

10 See FDA-Office of Criminal Investigations, Press Releases: http:/www.
fda.gov/iceci/criminalinvestigations/ucm123086.htm

11 UK Court of Appeals; Eli Lilly and Company/ Lilly Icos LLC v 8PM Chemist
Ltd [2008] EWCA Civ 24


http://www.gao.gov/assets/660/655751.pdf
http://www.gao.gov/assets/660/655751.pdf
http://www.nacds.org/Home/TabId/107/PostId/5065/global-collaboration-key-to-protecting-patients-from-illegal-online-drug-sellers.aspx
http://www.nacds.org/Home/TabId/107/PostId/5065/global-collaboration-key-to-protecting-patients-from-illegal-online-drug-sellers.aspx
http://www.nacds.org/Home/TabId/107/PostId/5065/global-collaboration-key-to-protecting-patients-from-illegal-online-drug-sellers.aspx
http://www.fda.gov/iceci/criminalinvestigations/ucm123086.htm
http://www.fda.gov/iceci/criminalinvestigations/ucm123086.htm

Gain an understanding of the current media being used within
the cyberworld and its evolution: the Fakeshare project’s

strategic conclusions
Ryan Williams, LegitScript

Usage statistics on the major social media websites and examples of how those websites are used for illicit internet pharmacy
marketing. Based on the data, overall recommendations in regards to future operations or educational campaigns.

The presentation, and this written summary, provide a
briefing on current usage statistics for major social me-
dia websites, while outlining how illicit internet phar-
macy operators co-opt the free account space to adver-
tise prescription medication,' and offer up suggestions
for education and enforcement strategies.

It is important to note that most social media compa-
nies do some proactive review of paid advertising space
to ensure illicit internet pharmacies are not utilizing
those services. However, the approach is more reactive
in the free account space, relying on abuse complaints
before suspending accounts. In general, there has been
a continued increase in social media, both web and mo-
bile, applications. Obviously, the younger generations
make up the majority of users, but over the years these
platforms have become more popular with older gener-
ations as well.?

As of July data, Facebook roughly had 1.71 billion month-
ly active users.In addition, 91% of millennials (15-34 Yrs)
use Facebook, and the platform has 233 million daily us-
ersin Europe alone.* According to research in 2012, there
were roughly 83 million fake or duplicate accounts.

Lastly, Facebook is used by 71% of the online popula-
tion, with a gender breakdown of 76% women and 66%
men.® This particular statistic indicates that educational
campaigns might be more impactful if they are geared
towards women.

According to data from November 2016, Twitter has 1.3
billion registered users and 100 million daily active us-
ers.” Interestingly, Twitter has 10 million users in China,
even though the platform is blocked in that country.
Lastly, research in 2013 concluded that there were 20
million fake users on Twitter.® As with Facebook, illic-
it product advertisements are predominantly made via
free accounts.

Even YouTube, which is primarily used to upload and
share videos, is regularly used by illicit website owners
to advertise prescription medication and other danger-
ous products. According to data from July 2015, around
400 hours of video are uploaded to YouTube every min-
ute.® There are 1 billion mobile video views per day, and
85% of adults (globally) visit YouTube regularly.”

In addition, more than half of YouTube views come from
mobile devices.

In terms of enforcement and suspension of illicit adver-
tisements, apart from the regular steps the social me-
dia companies use to remove accounts, there have been
a few law enforcement operations of note. Operation
Papworth, conducted by the Metropolitan Police in the
UK, removed social media accounts as part of the oper-
ation that primarily targets websites selling counterfeit
goods. In 2014, Operation Pangea VI, coordinated by In-
terpol with hundreds of law enforcement agencies and
over 100 countries participating, successfully remove
more than 19,000 advertisements on social media plat-
forms." However, while these successes are wonderful,
the fact that the illicit actors use free accounts for ad-
vertising on social media means they can easily stand up
new accounts after these enforcement activities.

As conclusions from the research, in terms of the over-
all evolution in how illicit website operators use social
media platforms, things have not changed much over
the years. lllicit actors still primarily utilize free ac-
counts for advertising. While short term enforcement
operations have been successful in the past, long-term
strategies would be a better approach. Lastly, future
educational campaigns might have a greater impact if
they are targeted more towards women and are devel-
oped specifically towards mobile viewing of the social
media platform.
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Communication campaigns

and internet communication strategies

Mike Isles, ASOP EU

Recent reports reveal that sales of falsified medicines are on the increase. This underlines the need to raise public awareness
about the inherent risk of buying medicines online, unless it is known that the website source is licensed, registered and genuine.
The implementation of the Common Logo, as described in the Falsified Medicines Directive, whereby Member States are obliged
to publicise what a falsified medicine is and to describe its purpose, will be an important element in raising public awareness.
This, combined with the efforts of other interested parties, will begin to make an impact of tackling the demand side of the
equation. The presentation will review the status of the Common Logo implementation, review educational campaigns and un-
derline the need to work even more collaboratively to face an increasing penetration of falsified medicines in to Europe.

1. Communication Strategies

Itis important to understand that when devising a com-
munication campaign that the strategic environment is
understood as well as possible'. This means that a long
term view can be taken. This is not an easy task when it
comes to how the internet may look in future years, such
is the rapid pace of change that we are seeing. Howev-
er, it is still necessary to take a long term view based
on what is known now. The term strategy has been de-
fined as:

“A careful plan or method for achieving a particular goal
usually over a long period of time™?

In some circles the term “hot Medicines” is being used
to describe those medicines that are most likely to be
falsified. This term applies to both branded and generic
medicines. Medicines hot on the web are usually char-
acterised by strong demand, in the legitimate supply
chain and this carries over to the illegitimate supply as
characterised by sales via the internet through illegally
operating websites.

The impact of the internet can be characterised in the

following way:

« Impacting on the patterns of product, distribution
and consumption

« Affects all classes of therapies

* Increasing individual and collective health risks

+ Altering the relationship between patients and
healthcare professionals

+ Exacerbating the illegal diversion of medicines,
thefts and other related criminal practices (e.g. ID
theft, payment card, fraud, etc)

Set against this backcloth, it is a fact that we see a ris-
ing expectation by the public that everything should be

available via the internet. We see this trend very clearly
with the large retail stores such as Marks & Spencer, The
John Lewis Partnership and others in the way that their
customers are moving away from buying merchandise in
the store to ordering online.* However, customers may
still use the shop as a way to physically see and feel the
product. So the trend to shop more and more online is
now an established fact.

With the advent of the Falsified Medicines Directive® in
Europe and the subsequent obligation by Member States
(MS) to allow medicines to be sold “at a distance®, then
this may add a further incentive for the consumer/pa-
tient to buy online. It may also raise questions amongst
people about the variation of the laws that pertain in
each country. In the UK for instance a number of cate-
gories of medicines can be sold and bought online. These
categories being; Prescription Only Medicine, Pharmacy
Only and General Sales List (POM, P and GSL respective-
ly)”. There are currently only a small number of Member
States that allow the POM category to be sold over the
internet. It could be conjectured that there will be in-
creasing pressure for all Member States to allow more
categories of medicines to be bought on line, as the Eu-
ropean citizen might come to expect parity in this area.

Within the Falsified Medicines Directive there is an obli-
gation by each MS to introduce a common logo (CL) to be
placed on each website page that is selling a medicine®.
This requires sellers of medicines to register their legal
entity and that each page of the sellers website must
display a common logo. This CL icon can be clicked on
and routes through to the MS’s official registry to en-
able the patient/consumer to verify the authenticity of
the seller of the medicines. The CL must appear on every
page of the seller’s website. Each MS is also obliged to
publicise the purpose of the CL as well as the meaning of
a falsified medicine. This will of course vary from MS to
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MS. The FMD (as with any Directive passed in the EU Par-
liament) does not usually provide the resource (financial
or otherwise) for the MS to implement the Directive and
so depending on the MS situation there may be signifi-
cant resource available or conversely very little.

To what extend are people buying medicines online? The
HappyCurious study of 2014® can be regarded as a ro-
bust piece of market research. This was an online survey
carried out in 5 countries namely: France, Germany, Ita-
ly, Spain and the UK. An omnibus of approximately 1000
online users per country was the sample size (N= 5010)
and this revealed that 18% of the sample had bought a
medicine online. Extrapolated up to the European pop-
ulation then that would mean 130 million people had
bought a medicine online. This is a staggering statistic
and even if the figure was 20% inflated then it still in-
dicates that a large number of people are buying med-
icines online.

A number of studies have revealed the motivations
behind people’s purchasing behaviour of medicines.
These are essentially: confidentiality, speed, conven-
ience, uncomfortable asking the doctor, control over
their health, cost®. In terms of medicines bought online,
then these are many and varied. It is chilling to bear in
mind that no less than 63 types of medicines were dis-
covered through customs checks in UK arm of the 2016
Pangea operations®. Here are the medicines seized: An-
orexiant (slimming medication); Hypnotic and sedative;
Analgesic (painkiller); Psycotherapeutic Agents; Der-
matological Agents; Herbal products; Hair Loss Agents;
Anabolic steroid; Anti-inflammatory/Anti-rheumatic;
Anti-depressants; Health Supplements; Gastrointes-
tinal Agents; Anti-Cancer Agents; Muscle relaxants;
Anti-bacterial/Antibiotic; Sex hormones; Anti-hyper-
tensives; Drugs to treat addiction; Ophthalmological
(eye); Analgesics; Thyroid therapy; Respiratory System
Agents Miscellaneous; Anti-smoking; Nutritional prod-
ucts; Diuretic; Growth hormones; Medical Devices Mis-
cellaneous; Cough and cold medication; Anti-diabetic;
Cardiovascular Agents; Anti-histamine/Anti-allergy;
Vitamins; Hormone Agents; Anti-parasitic; Metabolic
Agents Miscellaneous; Anti-convulsant/Anti-epileptic;
Cardiac therapy; Anti-psychotic; Anti-gout; Cholesterol
medication; Laxative; Anti-malarial; Anesthetic; Anti-
septic and germicide; Digestive enzyme; Beta blocking;
Anti-fungal; Anti-alzheimer; Anti-diarrheal; Nervous
System Agents; Anti-asthmatic; Immunosuppressive;
Anti-viral (e.g. HIV); Blood Agents Miscellaneous; Mus-
culo-Skeletal Agents Miscellaneous; Vasodilators.

These data are all important when working out an ef-
fective communication strategy. To define a target au-

dience and therefore begin to segment the market goes
hand in hand with this. But how should we segment?
Clearly this may depend on the resources available
from which campaigns to raise public awareness can be
achieved. And perhaps this aspect will be the main driv-
er when devising a campaign. Setting the size of the fi-
nancial budget to support a campaign aside, what would
help us decide on how to segment the target audience
and hence the media to be used and the messages to
be conveyed?

Should we segment by age, or gender, or therapeutic
area? Taking the latter then should we prioritise to those
that are most at risk? For instance, there is a younger
female teenage group who seeks to buy slimming pills
online who represent a more vulnerable group. We know
that a young girl has died a horrible death and that the
medicine and active ingredient that was supplied via
the internet was highly toxic". Or should we target the
elderly who are potentially even more vulnerable from
internet administered fraud?

We could perhaps look at the following therapeutic seg-
ments and devise ways to reach each target audience:

« Erectile dysfunction, body building, slimming pills

+ Anxiolytics for treating depression

+ Coughs and cold preparations

+ Anti-cancer medication

The question then arises as to which media should be
used that has the best reach to these target groups.
Whilst more conventional media such as television and
print will undoubtedly be effective, it is unlikely that the
area of medicines bought via illegal websites will be high
on a government’s list for a large scale public aware-
ness raising campaigns such as we saw with smoking
cessation campaigns®™. Indeed Governments are acutely
aware that a campaign may upset the balance of trust
in the institutions. The infiltration of falsified medicines
in to the legitimate supply chain is rare in relation to the
volume of prescriptions dispensed across Europe (this
being manufacturer, to pre-wholesaler to wholesaler to
pharmacy premises). And so a communication campaign
to the public that might cause confusion and possibly
risk a reduction in trust, must be carefully calculated.

That is not to say that all stakeholders should not strive
to educate and highlight the seriousness to public health
of the rising tide of patients/consumers buying medi-
cines online and taking themselves out of their national
health systems with subsequent potentially damaging
and costly sequalae.



2. Communication Campaigns

2.1 ASOP EU - There are many not for profit organisa-
tions running public awareness campaigns to educate
the public about how to buy medicines more safely on
the internet. Recently ASOP EU has held meetings with
these organisations to enhance collaboration and share
best practice. In addition, ASOP EU has been supporting
as many Member States as possible to share best prac-
tice. One such meeting was held on October 14th 2016
at the Microsoft offices.® In Brussels, Member States
were invited to share their current implementation pro-
grammes of the common logo as well as their public
facing campaigns. No less than 10 Member States were
present with a further 4 who were unable to attend due
to other commitments. As well as sharing best practice,
the initiative by the National Association of Boards of
Pharmacy to acquire the top level domain name .phar-
macy was discussed™. This was primarily seen as com-
plementary to the common logo but the possibility of
confusion between the CL and .pharmacy was raised. In
addition, a Code of collaboration was discussed which
comprised the following:

O Inform consumers that they must be diligent when
shopping online to avoid the potential harm caused
by falsified medicines sold by illegal online sellers of
medicines.

O Alert consumers to the typical signs of an illegiti-
mate site:

- Inthe EU, does not display the Common Logo

- Offers “too good to be true” prices or deals una-
vailable in local pharmacies

- Does not require a prescription

- Offers medicines not licensed for sale in the
country where the patient lives

- Hides its physical address and does not have a
pharmacy licence

© Direct consumers to ways they can stay safe,
including:

- In the EU, looking for the Common Logo and en-
suring the logo links to the MS regulatory author-
ity’s website

- Looking for sites ending in the .pharmacy domain

O Endeavour to use the following terms our
messaging:

“Patient safety” or “consumer safety” as this is
the reason for the work that non profit patient
safety organisations do

- “Falsifed Medicine” or “fake medicine” as op-
posed to the term “counterfeit” which is more
usually reserved for Intellectual Property crime

- “Medical products” for communications in the EU,
as that is a statutory term.

2.2 Campaigns to raise public awareness - There is a
growing number of not for profit organisations that has
at its heart the objective to raise awareness amongst
those countries most adversely effected by falsfied
medicines.

2.3 Fight the Fakes Campaign® - Its membership is
growing strongly and sets out to record specific case
studies of where people have been directly effected by
falsified medicines. It has a strong social media pres-
ence and has spearheaded many awareness raising ini-
tiatives. The instagram below is typical of the hard hit-
ting educational material produced.

2.4 Fondation Chirac - This organisation™ has high-
lighted strongly the dire need to increase public aware-
ness around the rising tide of falsified medicines. They
have produced a very powerful hard hitting short video".
Centered around three scenarios, the actors for health
reasons, buy medicines online. The first is a an elderly
couple with the husband requiring anti-cancer therapy.
The second, an artist who has a bad chest infection. The
third a mother with a sick child. All buy on the internet
and all suffer damaging consequences to the health of
those involved. The video depicts how the fake medi-
cines are made in far flung places and shows the scale of
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the operation and it sophistication and how the people
receive their medication via the post very quickly. None
of the actors speaks and so the messages are portrayed
in a powerful and visual way. This makes the video very
useful as it can be used in any country.

2.5 The International Institute for Research against

Counterfeit Medicines - This organisation™ is very ac-

tive in informing the public about falsified medicines in

France and beyond. Its recent collaborative campaign

to educate the general public on what to do with med-

icines before and while travelling and during their stay

involved the following organisations:

« The French National Association of Pharmaceutical
Students (ANEPF)

 The French Industrial Property Institute (INPI)

e The French Order of Pharmacists (ONP)

« The National Anti-Counterfeit Committee (CNAC)

With over a million printed brochures distributed by the
French pharmacy bodies it was a very far reaching
campaign.

4 The Centre for Safe internet Pharmacies -
csip

The Center for Safe internet Pharmacies (CSIP)™ is a non
profit organization chartered in 2011 to allow internet

industry leaders to come together and continue their
efforts to address the growing problem of consum-
er access to illegitimate pharmaceutical products on
the internet.

Over a dozen of the world’s leading internet and e-com-
merce companies have come together to form CSIP to
focus on the promotion of safe online pharmacies
through education and enforcement and the provi-
sion of a neutral forum for sharing information by and
among private sector entities.

CSIP Members have produced a very useful document
entitled “Principles of Participation for Members”® to
address illegitimate online drug sellers as well as fun-
damentals of member involvement. It underscores the
need for stakeholders to be willing to take voluntary
actions that will enable all organizations involved to do
more to make the internet safer for patients.

5. The Alliance for Safe Online Pharmacies
ASOP Global

This is a growing organisation based out of Washington
DC with a global reach.?’ The uniting purpose of ASOP
Global is to protect patient safety globally and ensure
patient access to safe and legitimate online pharmacies
in accordance with applicable laws.

The principles of ASOP Global are as follows:

« Patients deserve access to safe medicines

* Illegal online drug sellers peddle unsafe medicine
and often violate the law, regulations, and pharmacy
standards required by countries to which they adver-
tise and ship products

+ Illegal online drug sellers are a global problem that
requires national and global solutions

* Local, national and international governments,
health industry stakeholders, internet intermediar-
ies and non- governmental organizations all have a
role to play in protecting patients from illegal online
drug sellers

« More education is needed to alert consumers, pro-
viders, governments and companies that up to 97%
of internet drug sellers are not compliant with ap-
plicable law

» Cooperation and commitment are essential; we all

must work together to protect patient safety

Governments should take meaningful and appro-

priate actions to protect patients from illegal online

drug sellers

Legitimate manufacturers, health care professionals,

and licensed pharmacies should continue to caution



patients against purchasing their medication from
unknown and/or illegitimate sources

* Internetintermediaries should take legal and appro-
priate voluntary actions to stop illegal online drug
sellers from using their services to endanger pa-
tient safety

ASOP Global is very active in raising public awareness.
A good example of this is the recent campaign entitled
RISING DRUG COSTS ATTRACT SENIORS TO ILLEGAL ON-
LINE PHARMACIES: ASOP Global, CSIP and NCL Join Forc-
es to Keep Older Americans Safe Online?. In addition, a
new website has been created designed to be a powerful
“go-to” educational consumer facing internet source
of information.?

6. The Alliance for Safe Online Pharmacy
in the EU (ASOP EU) in conjunction with
the European Alliance for Access to safe
Medicines (EAASM)

These not for profit organisations®*# work closely to-
gether and ASOP EU received a Google educational Ad-
Word grant mid-2015 and has been running a digital
based awareness campaign in Italy. The project entitled
“Fighting Fakes by Raising Public Awareness” project
was designed to accurately and directly target and warn
people tempted to purchase prescription medicines on-
line, more often than not, without a prescription from
their doctor.

The educational website?® aptly named “Medicineperte
- medicines now” provides all of the information to ed-
ucate people going online to buy prescription medicines.
Using the Google AdWord account, keywords such as
“pharmacy online” were bought and this triggered the
ASOP EU advertisement to appear on the first Google
search page, encouraging browsers to visit the educa-
tional website. Over a 7 month period, (September 2015
to February 2016) this pilot project on average, achieved
over 13,600 per day first page impressions.

With a “click through” rate of nearly 2% this extrapo-
lates to nearly 100,000 people in one year being exposed
to the educational website. With an average dwell time
of more than one minute on the website with many vis-
its recorded of far greater length, the longest being 29
minutes, these statistics give a developing picture that
such educational vehicles are effective. Convincing re-
sults that raising awareness can change behaviours.”

Of particular importance was being able to measure if
the visitors would change their behaviour having been
exposed to the content on the educational website. This
vital information was made possible by a short ques-
tionnaire implanted on each website page. Visitors were
asked to answer just 5 questions. One critical question
was “Has the website made you change your mind and
go to your pharmacy?” To this question, although num-
bers are small and should be regarded as preliminary
results (59 responders) then, there is a clear and grow-
ing trend that people, once they are made aware of the
dangers, will change their behaviours and revert to go-
ing to their pharmacy.

This report demonstrates the significant impact that an
AdWord campaign can achieve. The ASOP EU and EAASM
organisations intend to extend the reach of such a pow-
erful educational tool to other European countries. This
will undoubtedly add greatly to raising public aware-
ness and enhance patient safety and ultimately support
health outcomes across the European landscape.

7. EDQM Campaign - Open Minds, Free
Minds: a psycho-pedagogical concept guide
for teachers

This project?® was financed by the EDQM (part of the
Council of Europe) and had 6 consultants (3 psycholo-
gists — Italy, 1artist Serbia, 2 IT experts Italy/Serbia) and
two co-ordinators — AIFA and ALIMS. This was a science
based concept to arrive at the key messages. Two age
groups: 8-11 and 12-15 were focused on. The commu-
nication strategy used an interactive story where the
reader could choose different outcomes. The graphics
were innovative and were drawn to capture the imagi-
nation of the age group concerned. The materials used
were print, PDF and Webcomic versions. The teaching
concept was designed by psychologists and the base
structure comprised a Web Tool and teaching tool.
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8. Keeping it Real in Scotland - The Real
McCoy

This is a Scottish initiative spearheaded by the the Scot-
tish Business Resilience Centre (SBRC), and held at the
Glasgow City Chambers. This event celebrated the suc-
cess that has been achieved against illicit trade and
provides the opportunity to bring together speakers
from the world of business, academia, regulation and
law enforcement. This event was combined with a fully
interactive public event in marquees within the famous
George Square to help educate the public about coun-
terfeit goods which included falsified medicines. The
MHRA had an important presence and ASOP EU spoke
with the title “Fighting Fakes by Raising Public Aware-
ness”. Lynda Scammell spoken on behalf of the MHRA
and gave a comprehensive review of falsified medi-
cines and the way that the MHRA was contributing sig-
nificantly to law enforcement whilst at the same time
raising public awareness through innovative public fac-
ing campaigns such as the “Dodgy diet pills - Just don’t
risk it.” In addition Duncan Elson from Pfizer presented
compelling case studies of falsified medicines crime®

9 Recent Campaign in Spain

ASOP EU and the EAASM participated in a press con-
ference following the conclusion of the Observatory
Plenary meeting, to announce the launch of the Span-
ish Consumers Association (ASGECO) campaign on 29th
September 2016.

This comprised a roadshow visiting key cities to inform
the public about counterfeit goods (including falsified
medicines). See following picture.

10. Key issues and next steps

10.1 Segementation - It will be important to develop
skills in segmentation and understand the reach and ef-
fectiveness of the campaigns to the key target audienc-
es. ASOP EU has recently had its Google AdWord grant
extended and this will allow campaign to be run in
France, Germany, Italy, Spain and the UK. This will give
rise to valuable information about what are the best
keywords to purchase to reach different target audienc-
es. The Ministry of Health, Welfare and Sport Nether-
lands (see picture below) ran a campaign.’® using a
Google AdWord approach and they are analysing who
engaged with the site and dwell times etc - to deter-
mine how to best continue in 2017, this will also reveal
important visitor information.

10.2 Costs - Understanding the costs involved to run an
effective campaign will be an important learning. This
needs to be closely tied in to the measurements that
have been put in place. This can be obtained by asking
the public to give feedback through anonymous surveys.
The campaigns should always feature such a tool as al-
ready demonstrated by the results from The “Fighting
the Fakes by Raising Public Awareness” campaign.



10.3 Funding - Clearly without appropriate funding then
the campaigns will be unable to reach their potential.
If this is the case then there is the possibility of search
engine optimization using the synergies of websites that
naturally accrue. This requires significant co-operation
by the parties involved but has been known to produce
good results.

Clearly the search engines such as Google, Bing and Ya-
hoo support the education of the public in many areas
including addressing the need to educate the consumer/
patient about falsified medicines and the risks of buying
medicines online.

Under the Falsified Medicines Directive Member States
are obliged to inform the public about falsified medi-
cines and the purpose of the Common Logo®.

Article 85d:

Without prejudice to the competences of the Mem-
ber States, the Commission shall, in cooperation with
the Agency and Member State authorities, conduct or
promote information campaigns aimed at the general
public on the dangers of falsified medicinal products.
Those campaigns shall raise consumer awareness of the
risks related to medicinal products supplied illegally at
a distance to the public by means of information society
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The Fakeshare HUB: the advantages of a platform shared

among the Member States

Giovanni Ferretti, Marco Fontanella, Gianpaolo Derossi, AIFA

The project aimed at creating a structured system for
the sharing of information on criminal cases related to
the production and distribution of falsified medicines,
the promotion of medicines through illegal web phar-
macies, online suppliers and/or social networks, and the
theft and laundering of medicines.

The activities led to the implementation of a web plat-
form consisting of two areas, one restricted and one
public. Both public and private sites run on a multi-tier
fully-redundant architecture composed by 7 distinct
servers and these systems are hosted into AIFA’s serv-
er farm (ISO 27001 compliant) and managed by AIFA’s
own personnel.

The public area (www.fakeshare.eu) contains documents
and insights developed in order to raise the consumers’
awareness on the dangers of buying medicines through
unauthorized channels. The researches carried out in It-
aly, Spain, Portugal and the UK during the project, high-
lighted the low perception by the consumers of the risks
related to the purchase of medicines on the web, by
investigating the behavioral and psychological dimen-
sions involved in the purchase of medicines online.

The restricted area (hub.fakeshare.eu), accessible only

to registered users, has been built and structured ac-

cording to high safety standards and contains a series
of documents and insights, and searchable databases.

It is a tool designed and built specifically to support the

activities of enforcement authorities and police forces

involved in the prevention and fight against the phar-
maceutical crime:

+ the manufacturing and distribution of counterfeit or
illegal medicines;

+ the promotion of dangerous medicinal products
through unauthorizede-pharmacies and /or social
networks;

+ the theft and laundering of medicines.

The existing Fakeshare (1) restricted web area has been
opened to the new co-beneficiaries and partners in or-
der to prepare the activity of gathering of information,
reports and studies about pharmaceutical crime pro-
vided by academic/police forces and DRAs experts. Da-
tabase and tools have been developed considering the

broader network involved in the Fakeshare Il platform
and the new data on thefts to share.

The core change focussed on the implementation of
three fully-searchable database (in addition to the doc-
uments’ database) describing pharmaceutical crimes,
such as thefts and missing medicines, illegal products
and e-pharmacies. These databases are open to the
contributions of all the project’s partners and oth-
er stakeholders.

The search engine works exclusively with “tags”. With
the “tag” system we define a set of well-defined val-
ues. A tag is more than a simple word: a tag is a word or
a brief sentence (more words) which has a very specific
meaning. Groups of tags are referred to as “categories”
and define the knowledge domain into which tags gets
their meaning.

To classify a document or a data and make it searchable,
a number of tags are assigned to it according to shared
standards, when uploaded to the restricted area. More
tags are assigned, better chances has a document to ap-
pear in the search result.

A specific guidelines document is available to all the
users.
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