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Promoting Public Health and Safety  

through the Digital Services Act 

 

A Practical Solution to Prevent Falsified Medicines  

from Being Illegally Advertised and Sold Online  

 
Stakeholders responsible for the registration, distribution and operation of Internet domain names, known as 
registries and registrars (“Ry/Rr”), hold the key to preventing the sales of fake/falsified/counterfeit/substandard 
medicines from being illegally advertised and sold online. These Internet stakeholders retain significant power 
in contributing to the spread of misinformation and illegal content on the Internet as well as in helping to 
address these criminal acts. 
 
It is essential that those that provide domain names to “Registrants” are held accountable as they control a key 
access point to the Internet, whether it be websites, social media or e-commerce platforms. This will have a 
significant and potent effect on how the Internet is used, significantly reducing the likelihood of domain name 
abuse. 
 
ASOP EU firmly believes that the Digital Services Act (“DSA”) should include Internet infrastructure providers 
such as registries and registrars to be legally obliged to have and make available a transparent registrant 
database on commercial domain name owners, that they require proof of identity for business users and that 
any suspicious, reported activity should be promptly addressed.  
 
We request your formal endorsement of this Call to Action. 

 
Introduction 
 
There is a rising tide of websites capitalising on fear and misinformation regarding COVID-19. These illegal sites 
advertise and sell falsified medicines and vaccines claiming to prevent, treat, and even cure this disease despite 
the fact that no such interventions are readily available or approved at this time. This threatens the health of 
EU citizens, as demonstrated by the registration of at least 100,000 new domain names in March 2020 that 
contained terms such as “covid,” "corona," and “virus” for questionable purposes.  
 
A recent report from the (U.S.) National Association of Boards of Pharmacy (NABP) has identified dozens of 
rogue online pharmacies claiming to sell prescription drugs marketed for COVID-19 treatment. Attempting to 
capitalize on the pandemic, illegal online pharmacies are: 

• adding coronavirus-related images to pre-existing websites, 

• purchasing domain names that include COVID-19 words and phrases, 

• registering domain names with fraudulent “safe haven” registrars, and 

• creating new website facades linking to non-coronavirus-related stores. 



 

More than 90% of the COVID-related domain names identified were registered anonymously, which makes it 
difficult for law enforcement agencies to investigate these sources. 

The Alliance for Safe Online Pharmacies Global (ASOP Global) and the Alliance for Safe Online Pharmacy in the 
EU (ASOP EU) have an established track record of developing a multifaceted approach, on both a domestic and 
international level, to combat illegal online drug sellers touting falsified, substandard or counterfeit medicines 
and related healthcare products. 
 
Created in February 2014, ASOP EU became established as a non-profit Community Interest Company with the 
sole purpose of informing the public about the criminals who run websites that sell medicines illegally online. 
It has no objective whatsoever to promote online sales of medicines – quite the contrary it wants to protect 
patients from the harm that occurs when patients/consumers buy online – mostly unwittingly. 
 
ASOP EU believes that the Digital Services Act (DSA) provides an opportunity to effectively and efficiently 
address misinformation and criminality online – holding those players accountable for the fraudulent offers 
addressed to all Internet users. 
 

 

ONLINE CRIMINALS ARE EXPLOITING THE PUBLIC HEALTH EMERGENCY FOR PROFIT 

 

The COVID-19 pandemic has led to an explosion of cybercrime, preying upon a population desperate for 
safety and reassurance. Criminal activities require websites and Internet domain names to run phishing, 
spam, and malware campaigns as well as scam sites.1 

• During March 2020, at least 100,000 new domain names were registered containing terms like 
“covid,” "corona," and “virus”i, plus more domains registered to sell items such as medical 
masks.2 Other domains have been registered and used to spam out advertisements for COVID-
themed scams. 

• New domain names fitting these criteria are being registered at the rate of around 1,000 per day.3 
 

 
CLEAR OBSERVATIONS 

 

Recognising the proliferation of scams and misinformation online, public- and private-sector 
stakeholders must ensure that the availability of information online – whether for COVID-19 or 
other pressing public health needs – is trustworthy and accurate. While that appears common 
sense, more must be done to ensure the stability of the current infrastructure to protect 
against scams, harms, and other malfeasance.  

 

E-commerce plays an increasingly important role in international trade. Each year, we see a 
continued increase in the amount of business transacted via the Internet.1 Increased utilization 

 
1 "The Internet is drowning in COVID-19-related malware and phishing scams." Ars Technica, 16 March 2020, at: 

https://arstechnica.com/information-technology/2020/03/the-internet-is-drowning-in-covid-19-related-malware-and-phishing-scams/and 
“Coronavirus Used in Malicious Campaigns.” Trend Micro, 20 March 2020, at: https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-
digital-threats/coronavirus-used-in-spam-malware-file-names-and-malicious-domains 
2 2 Don’t Panic: COVID-19 Cyber Threats.” Palo Alto Networks Unit 42 blog, 24 March 2020, at: https://unit42.paloaltonetworks.com/covid19-cyber-
threats/ 
3 3 Ibid. 
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of the Internet to conduct commerce has made for trade to become largely borderless.  Public 
authorities and institutions for enforcement currently must rely on outdated or overwhelmed 
systems to identify fraudulent or illegal activity, such as the sale of counterfeit drugs or illicit 
narcotics. In many instances, this is akin to looking for a needle in a haystack. 

 

 

ASOP EU firmly urges that the Digital Services Act should include Internet infrastructure providers 
such as Registries and Registrars as digital services legally obliged to have and make available a 
transparent registrant database on commercial domain name owners, that they require proof of 
identity for business users and that any suspicious, reported activity should be promptly addressed. 

 
Efforts should be proactive and responsive to pervasive threats to user health and safety, not just for COVID-19 
related frauds but the variety of other threats that are present online. For example:  

 Domain name registries and registrars (Ry/Rr) must act to stop online COVID-19 scams and sales of illicit 
opioids and of counterfeit or unapproved prescription drugs. 

 Ry/Rr are in a position to stop massive amounts of public health harms and fraud online. 

 Ry/Rr should immediately, upon notice from a credible party, lock and suspend any domain name that 
is used to facilitate the COVID-19 scams and the illegal online sales of medicines and illicit drugs. 

 A portion of Ry/Rr, acting within the scope of their accreditation agreements, will shut down (i.e. lock-
and-suspend) rogue websites based on information from federal agency representatives such as the 
U.S. Food and Drug Administration or U.K. Medicines and Healthcare products Regulatory Agency and 
other  trusted third-party notifiers like LegitScript and the National Association of Boards of Pharmacy. 
Others act voluntarily based on their own terms and conditions with customers. But many others do 
not and often serve as safe havens for illicit activity. 

 Especially critical during a Public Health Emergency and global pandemic, we need all actors – including 
Ry/Rr – to do whatever they can to stop online COVID-19 fraud and the illegal sale of healthcare 
products online. 

 

Legislative/Regulatory Concept 

• Covered Parties:  The suggested clause in the DSA shall apply to any Domain Name Registry or Domain 
Name Registrar that offers domain name registration services, or that sells or is the reseller of domain 
names and: 

o Is operated or involved in commerce among the Member States of the EU  

o Offers to register or assign domain names for any legal or natural person in the EU; or  

o Registers or assigns, or offers to register or assign, domain names that are used to market or 
sell goods or services to, residents of the EU.   

• Requirements: For each domain name operated for commercial purposes and administered by a 
covered party, registrant WHOIS data shall be: 

o Transparent, not anonymous or masked, except as allowed, available at no charge, and 
available through web-based query; and  

o Validated and verified as accurate consistent with the requirements outlined in the WHOIS 
Accuracy Specification of the 2013 Registrar Accreditation Agreement, as may be updated from 
time to time. 



 

• Enforcement: Failure to comply shall be treated as a violation of a new law to be added to the Digital 
Services Act when it comes into being. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

The Alliance for Safe Online Pharmacy in the EU.   

A Community Interest Company registration number is 8876755. Operations: +44(0)7540 462867 

1386 London Road, Leigh-on-Sea, Essex, SS9 2UJ 
  


