
 

 
 
 

ONLINE CRIMINALS ARE EXPLOITING THE PUBLIC HEALTH EMERGENCY FOR 
PROFIT 

The pandemic has led to an explosion of cybercrime, preying upon a population desperate 
for safety and reassurance. These criminal activities require domain names, which are being 
used to run phishing, spam, and malware campaigns, and scam sites.1 

 
• During March 2020, at least 100,000 new domain names were registered containing terms 

like “covid,” “corona,” and “virus,”2 plus more domains registered to sell items such as 
medical masks.3 Beyond this, other domains were used to spam out advertisements for 
COVID-themed scams. 

• As of March 2020, the number of confirmed malicious COVID-related domains is in the 
thousands. 

• New domain names fitting these criteria are being registered at the rate of around 1,000 
per day.4 

− Nearly 6,500 of those domains have the ability to send and receive email - which is 
a strong indication that they could be used in phishing, fraud or business email 
compromise attacks. 

− 122 of the names also contain the string “vaccine” and over 400 contain the string 
“test” with well over 20% of both sets of names also ready to send and receive 
email. 

• Health Canada has recognized the threat of these online platforms, issuing a national 
alert the selling counterfeit drugs or vaccines is a criminal activity that poses serious risks to 
the health and safety of Canadians. 5 

− Additionally, Health Canada is working with international partners and other 
government departments and agencies, such as the Canada Border Services Agency 
(CBSA), to help protect Canadians. The International Criminal Police Organization, 
INTERPOL, has issued a global alert to law enforcement across its 194 member 
countries warning them of this issue. 6 
 

BUT THERE IS A SOLUTION: DOMAIN INDUSTRY ACCOUNTABILITY 

Domain name registries and registrars (R/R) must act to stop online COVID-19 scams, and 
sales of illicit opioids and of counterfeit or unapproved prescription drugs. 

 
• R/Rs have the power to stop massive amounts of public health harms and fraud online. 
• R/Rs should immediately, upon notice from a credible party, lock and suspend any 

domain name that is used to facilitate the COVID-19 scams and the illegal online sales of 
medicines and illicit drugs. 

• Some Canadian-based R/R will shut down (i.e. lock and suspend) rogue websites based on 
information from trusted third-party notifiers like Canadian Anti-Fraud Centre, RCMP, 
Health Canada, and others. But many others do not and often serve as safe-havens for  
illicit activity. 

 
 

https://www.interpol.int/en/News-and-Events/News/2020/INTERPOL-warns-of-organized-crime-threat-to-COVID-19-vaccines


 

• Especially during a Public Health Emergency, we need all actors – including R/Rs – to do 
whatever they can to stop online COVID-19 frauds and the illegal sale of healthcare 
products online. 

 
WHAT ARE DOMAIN NAME REGISTRIES AND REGISTRARS? 

• A domain name registry company creates, operates, and enforces requirements for 
domain extensions such as .ca, .com, .edu, .org, and tech. Examples of registries 
include Canadian Internet Registry Authority (CIRA), Verisign, Radix, Neustar, etc. 

• A domain name registrar is an accredited company that sells domain names to the 
public. Examples of registrars include Rebel and Tucows (Canada-based), and GoDaddy. 

 
 

HISTORY OF ALLOWING PUBLIC HEALTH HARMS ONLINE 

Experience has shown that registries and registrars often will not act to prevent public 
health harm online without a specific court order. This has been true even when: 

 
• The domain names themselves explicitly imply illegal activity (e.g. www.covidcures.com). 
• The R/R has been notified by a trusted third-party that certain domain names on their 

platforms are being used in violation of the R/R’s own contracts (terms of agreements). 
• The R/R has knowledge that a domain name is unequivocally being used to sell opioids, 

offer COVID-19 “cures,” or otherwise endanger public health and safety. 
 

THE RESULT: R/Rs are profiting from licensing domain names that create and/or 
exacerbate existing public health harms. This puts lives at risk, especially in a Public Health 
Emergency when millions of Canadians are sheltering in place and rely on the internet for 
access to healthcare information, products, and services. 

 

WHY THE ONLINE SCAMS ARE ESPECIALLY HARD TO COMBAT TODAY 

Historically, public and private cyber investigators and first-responders could “triage” attacks 
by obtaining information about thousands of domain names using a service called WHOIS in 
near real-time. 

 
• These parties are responsible for the majority of the more than two billion WHOIS queries 

every day, most of those in automated fashion, to track and measure the proper 
functioning of domain names, and to judge the risks they pose. 

• But over the last two years, access to WHOIS data has been drastically curtailed as a 
result of ICANN policies, the EU data privacy laws, and to the elective practices of 
registrars and registries. 

 
COVID-themed attacks are easier to conduct and harder to mitigate because domain 
industry policies and business interests interfere with the acquisition of information that 
is essential to investigation, identification, mitigation, and apprehension of the criminal 
actors. 



 

• In a correspondence to registrars GoDaddy, NameCheap, Register.com and others, the 
NYC Office of the Attorney General states that, “the current environment demands the 
highest vigilance” and has asked the registrars for proactive steps to prevent, find, and 
suspend these malicious domains. 

• The U.S. Department of Justice notified registrar NameCheap that “Communications 
facilitated by your entity and made by your direct customers or business partners have 
been linked to [such] criminal activity”, referring to fraudulent schemes targeting U.S. 
citizens exploiting the current COVID-19 pandemic. 

 
POLICYMAKERS CAN FORCE THE CANADIAN-BASED DOMAIN INDUSTRY TO 
ACT 
 
Immediate action is required to protect Canadian citizens from ongoing harm and to 
maintain the trust and integrity of the internet during a time where it is relied upon most: 

 
• Registrars must lock and suspend when COVID-themed domain names are suspicious or 

when first responders provide evidence that they are harmful. 
• To maintain internet security and transparency, legislation is needed to require registries 

and registrars to provide open access to WHOIS records that are accurate, non- 
anonymous and accessible at scale. 
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